Welcome to the April Edition of our Content Newsletter

Welcome to the Content Newsletter for April 2025. This monthly newsletter will provide a one-stop view of all content delivered (Product Documentation, Blogs, Videos, KB
Articles) this month. Please explore the content and let us know what more you want to see as part of this newsletter.

Product Documentation — Release Notes

30 release notes delivered for 23 releases for various Qualys Products




Infrastructure Security

Vulnerability Management, Detection and Response 2.3

Enterprise TruRisk Management 1.2.1

Enterprise TruRisk™ Platform 10.33

Enterprise TruRisk™ Platform 10.33 API

Enterprise TruRisk™ Platform 3.20.1

Enterprise TruRisk™ Platform 3.20.1 API

VMDR OT 1.2

VMDR Mobile 1.6

Cloud and SaaS Security

Container Security 1.38

Container Security Sensor 1.38

Container Security 1.38 API

Qualys Flow 1.15

IT Operations

Patch Management 3.5

Patch Management 3.5 API

Patch Management 3.4.1

Custom Assessment and Remediation 2.5 API

Custom Assessment and Remediation 2.5

Compliance

Out-of-Band Configuration Assessment 1.11

Security Operations

Endpoint Detection and Response 3.7

Application Security

Web Application Scanning_1.20

TotalAppSec 2.0

Sensor Management

Cloud Agent GCP Container Optimized OS 5.0.1-34

Cloud Agent CoreOS 4.2.5

Cloud Agent AWS Bottlerocket 5.0.1-36

Cloud Agent Application 2.1

Cloud Agent Application 2.1 API

Virtual Scanner Appliance 4.1: Azure

Network Passive Sensor 1.9

Utilities

Unified Dashboard 2.3

Unified Dashboard 2.2

View all Release Notes



https://docs.qualys.com/en/vmdr/release-notes/vmdr/release_2_3.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_2_1.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_33.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_33_api.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_20_1.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_20_1_api.htm
https://docs.qualys.com/en/vmdr-ot/release-notes/vmdr-ot/release_1_2.htm
https://docs.qualys.com/en/vmdr-mobile/release-notes/vmdr_mobile/release_1_6.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_38.htm
https://docs.qualys.com/en/cs-sensor/release-notes/cs_sensor/release_1_38.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_38_api.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_15.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_5.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_5_api.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_4_1.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_5_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_5.htm
https://docs.qualys.com/en/oca/release-notes/oca/release_1_11.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_7.htm
https://docs.qualys.com/en/was/release-notes/web_application_scanning/release_1_20.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/release_2_0.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/gcp_cos/release_5_0_1_34.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_coreos/release_4_2_5.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aws_bottlerocket/release_5_0_1_36.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_1.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_1_api.htm
https://docs.qualys.com/en/scanner/release-notes/virtual_scanner/release_4_1_46.htm
https://docs.qualys.com/en/ps/release-notes/ps/release_1_9.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_3.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_2.htm
https://www.qualys.com/documentation/release-notes/
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Discover What's New in Our Enterprise TruRisk Platform - Faster, Smarter, Better!

Qualys has made the delivery of VM/PC and VMDR updates more efficient by consolidating them into a Single Comprehensive Document. This unified release note covers updates
for the entire Enterprise TruRisk™ Platform, creating a centralized and user-friendly resource. The aim is to simplify access, enhance discoverability, and make it easier for users to stay

informed and adopt new features seamlessly.
Customer-Centric Benefits

e All Updates, One Place - You no longer need to switch between multiple documents. When you search for a feature or keyword, you'll receive a consolidated view of all related

updates across VM/PC and VMDR at one place. This streamlined approach ensures you have everything you need at your fingertips.
e Faster, Smarter Search - Compiling the release notes into a single document enhances searchability, allowing you to quickly locate relevant updates without losing context.
e Fffortless Navigation - With a well-organized table of contents, you can easily explore the platform's features and stay up to date.

Qualys Enterprise TruRisk™ Platform Release Notes

Qualys Enterprise TruRisk Platform W

VM and PC/SCA Release Versions ) Enter'pl’lse Tru RiSkTM Platform (VM/PC, SCA
and VMDR)

The Qualys Enterprise TruRisk™ Platform is an integrated cloud-based security and compliance
platform designed to streamline vulnerability management and automate security workflows across &

VMDR Release Versions

various domains.
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Collated Release Notes



https://docs.qualys.com/en/vm/release-notes/homepage/qualys_enterprise_trurisk_platform.htm

Qualys Threat Research Updates APRIL 2025 This Montivs Update

Threat

This Month’s Top Critical Vulnerabilities, Cloud Misconfigurations, and OpenSSH

Vulnerabilities exploited
in the wild

Cyber threats are constantly evolving, making it essential for businesses to stay

informed and proactive. This month's updates cover the latest security threats, Resea rCh 20 Cloud misconfiguration

vulnerabilities, and attack trends that could affect your organization. Stay updated to N I risk exposure
protect your assets better and maintain a strong security posture. eWS etter

_ Ubuntu bypasses
Stay informed to keep your uncovered by Qualys TRU

systems secure and resilient

April - Threat Research Updates

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

View Upcoming Schedule

Qualys Blogs

Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality.


https://docs.qualys.com/en/newsletter/2025/qualys_threat_research_newsletter_april2025.pdf
https://www.qualys.com/training/#ilt-training
https://blog.qualys.com/
https://docs.qualys.com/en/newsletter/2025/qualys_threat_research_newsletter_april2025.pdf

View the newly published 15 blogs, covering a variety of information from Product and Technical Perspectives to Vulnerabilities and Qualys Insights.

Product and Technical

Guard Against GenAl and LLM Risks from Development to Deployment with Qualys TotalAl Shrinking_Lifespans, Growing_Risk: The Final Certificate Countdown
Introducing_Qualys Policy Audit, the New Standard for Audit Readiness Safeguarding_Vulnerability Management Despite MITRE Funding_Risks
The Efficiency Imperative: How Federal Agencies Can Streamline Cybersecurity Operations Steps to TruRisk™ — 2: Measuring_the Likelihood of Vulnerability Exploitation

Steps to TruRisk™ — 3: Getting_Started—Assessing Business Consequences

Vulnerabilities and Threat Research

Oracle Critical Patch Update, April 2025 Security Update Review Microsoft and Adobe Patch Tuesday, April 2025 Security Update Review

The State of Cloud & SaaS Security: Essential Statistics and Insights

Notifications
Web Application Detections Published in April 2025 Qualys Kubernetes & Container Security: What's New in 1.37 & 1.38
Enhanced Qualys Recommended Profiles — Update Summary, Transition to the Enhanced Dashboard Solution in Policy Compliance
Notice of Datacenter Migration of Qualys US01 Platform Policy Compliance Library Updates, March 2025

Knowledgebase Articles

Go through the recently published Knowledgebase (KB) articles by technical experts, which provide valuable information on troubleshooting, installation, configuration, and more.

Access the recently published 8 KB articles on a variety of products and their functionalities.

VM/VMDR

* Getting_ "JedisConnectionException” in qualys client service while connecting_to redis DB(Qualys Jira Integration),
® Email Summary count for vulnerabilities not matching with Scan Result Summary
® Authentication Failing_on FortiGate Firewall



https://blog.qualys.com/product-tech/2025/04/29/guard-against-genai-and-llm-risks-from-development-to-deployment-with-qualys-totalai
https://blog.qualys.com/product-tech/2025/04/24/shrinking-lifespans-growing-risk-the-final-certificate-countdown
https://blog.qualys.com/product-tech/2025/04/24/introducing-qualys-policy-audit-the-new-standard-for-audit-readiness
https://blog.qualys.com/product-tech/2025/04/15/safeguarding-vulnerability-management-despite-mitre-funding-risks
https://blog.qualys.com/product-tech/2025/04/15/the-efficiency-imperative-how-federal-agencies-can-streamline-cybersecurity-operations
https://blog.qualys.com/product-tech/vulnmgmt-detection-response/2025/04/07/steps-to-trurisk-2-measuring-the-likelihood-of-vulnerability-exploitation
https://blog.qualys.com/product-tech/vulnmgmt-detection-response/2025/04/21/steps-to-trurisk-3-getting-started-assessing-business-consequences
https://blog.qualys.com/vulnerabilities-threat-research/2025/04/16/oracle-critical-patch-update-april-2025-security-update-review
https://blog.qualys.com/vulnerabilities-threat-research/2025/04/08/microsoft-patch-tuesday-april-2025-security-update-review
https://blog.qualys.com/vulnerabilities-threat-research/2025/04/03/the-state-of-cloud-saas-security-essential-statistics-and-insights
https://notifications.qualys.com/api/2025/04/30/web-application-detections-published-in-april-2025
https://notifications.qualys.com/product/2025/04/29/qualys-kubernetes-container-security-whats-new-in-1-37-1-38
https://notifications.qualys.com/notifications/2025/04/18/enhanced-qualys-recommended-profiles-update-summary
https://notifications.qualys.com/product/2025/04/09/transition-to-the-enhanced-dashboard-solution-in-policy-compliance
https://notifications.qualys.com/notifications/2025/04/07/notice-of-datacenter-migration-of-qualys-us01-platform
https://notifications.qualys.com/policy-library/2025/04/04/policy-compliance-library-updates-march-2025
https://success.qualys.com/support/s/article/000007859
https://success.qualys.com/support/s/article/000007842
https://success.qualys.com/support/s/article/000007841

* How to Ignore QID from asset
* Understanding Null Session Detection via PCAP for QID 70003 (Null Session/Password NetBIOS Access)

* API: Behavior of detection updated since / detection updated before parameters in Host List Detection APl for "FIXED" status QIDs

Cloud Agent

¢ Windows Cloud Agent deployment via scanner appliance showed QualysAgentHealthCheck.exe error

Policy Compliance

* VMware ESXi Controls That Require vCenter Authentication

Explore More!
Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation | Video Library | Trainings | Blogs

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your feedback with us at ContentExperience@qualys.com.



https://success.qualys.com/support/s/article/000007839
https://success.qualys.com/support/s/article/000007837
https://success.qualys.com/support/s/article/000007824
https://success.qualys.com/support/s/article/000007860
https://success.qualys.com/support/s/article/000007818
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/
https://qualys.com/



