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Welcome to the Content Experience Newsletter

Discover the latest technical co tent released in April, including product documentation, release notes, research insights, training videos, and
knowledge base articles. This monthly update helps you stay informed about new platform capabilities, documentation updates, and security insights
across the Qualys ecosystem.

Product Documentation - Release Notes

27 Release Notes Delivered for 21 Releases for various Qualys Products




Infrastructure Security

VMDR OT 1.6

VMDR Mobile 1.6.1

Enterprise TruRisk™ Platform Release 10.38.1

Enterprise TruRisk™ Platform Release 10.38.2

Enterprise TruRisk™ Platform Release 10.38.1 API

Enterprise TruRisk™ Platform Release 10.38.2 API

Enterprise TruRisk™ Platform 3.23.2

Risk Management

Enterprise TruRisk Management 1.8.1

Risk Remediation

Patch Management 3.14

Custom Assessment and Remediation 2.8.2

Patch Management 3.14 API

Audit and Compliance Management

Policy Audit Release 1.10

File Integrity Monitoring 4.9.1

Policy Audit Release 1.10 API

Platform and Sensor Management

Cloud Agent Application 2.7

Cloud Agent for Linux Intel Release 7.4

Cloud Agent Application 2.7 API

Network Passive Sensor 2.3

Cloud Agent for Linux ARM 6.1.2

SwCA Scanner for Linux 1.3.1

Cloud Agent for AWS Bottlerocket 5.0.3-12

Cloud Agent for AWS Bottlerocket ARM 6.0.3-46

Cloud Agent for CoreOS 4.2.6-15

Cloud Agent for GCP Container Optimized OS 5.0.2-12

Qualys Flow 1.22

Cloud and Container Security

Cluster Sensor 1.5.0

Container Runtime Sensor 1.5.0

View all Release Notes



https://docs.qualys.com/en/vmdr-ot/release-notes/vmdr-ot/release_1_6.htm
https://docs.qualys.com/en/vmdr-mobile/release-notes/vmdr_mobile/release_1_6_1.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_38_1.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_38_2.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_38_1_api.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_38_2_api.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_23_2.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_8_1.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_14.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_14_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_8_2.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_10.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_10_api.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_9_1.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_7.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_intel/release_7_4.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_7_api.htm
https://docs.qualys.com/en/ps/release-notes/ps/release_2_3.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_arm/release_6_1_2.htm
https://docs.qualys.com/en/ca/release-notes/swca/linux/release_1_3_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aws_bottlerocket/release_5_0_3_12.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aws_bottlerocket_arm/release_6_0_3_46.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_coreos/release_4_2_6_15.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/gcp_cos/release_5_0_2_12.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_22.htm
https://docs.qualys.com/en/cs-sensor/release-notes/cluster_sensor/release_1_5_0.htm
https://docs.qualys.com/en/cs-sensor/release-notes/crs/release_1_5_0.htm
https://www.qualys.com/documentation/release-notes

Video of the Month: Patch Tuesday

Introducing our new Patch Tuesday series!

Watch experts analyze April's vulnerabilities targeting SharePoint, Defender, RDP, and
Cisco Firewall with prioritization and remediation
guidance.

Watch the video here.

Subscribe to our YouTube channel to never miss an update!

Qualy’
Patch Tuesday Webinar
April 2026


https://www.youtube.com/shorts/wvTYp-KsJ-4
https://www.youtube.com/shorts/wvTYp-KsJ-4
https://www.youtube.com/channel/UCUHW9oR4Ti3nxIgVwln2KuA

Content Enhancements

This month, we have created 3 new product landing pages which provide product overviews, key features, and workflows, serving as the perfect starting point.

Welcome to Welcome to

Welcome to

_ Q Qualys. Q Qualys.
Q Qualys

ETM Identity Network Passive Sensor (NPS) Help VMDR - Operational Technology (VMDR OT) Help

Automatically detect and profile all network-connected systems, aliminating blind spots across your IT environmant.

De-risk human and machine identities for reduced identity-driven attack surface Gat a complete, continuously updated view of avery OT asset across your hybrid IT environment.

ETM Identity Landing Page NPS Landing Page VMDR OT Landing Page

Navigate identity risk management with our new unified help Explore asset discovery with Network Passive Sensors through Explore our enhanced VMDR OT resource hub covering
page. our NPS Help Center. industrial security operations.

Discover Attack Path Analysis, Domain Trust Mapping, and Features streamlined workflows for sensor deployment, From asset inventory to threat monitoring, access complete
Identity findings to reduce your identity-driven attack surface network traffic monitoring, and asset discovery across guidance for securing assets in operational technology
effectively. environments. environments.

Explore More Explore More Explore More


https://docs.qualys.com/en/etm-identity/latest/about_etm_identity.htm
https://docs.qualys.com/en/etm-identity/latest/about_etm_identity.htm
https://docs.qualys.com/en/ps/latest/about_nps.htm
https://docs.qualys.com/en/ps/latest/about_nps.htm
https://docs.qualys.com/en/vmdr-ot/latest/about_vmdr_ot.htm
https://docs.qualys.com/en/vmdr-ot/latest/about_vmdr_ot.htm

Scan To Discover What's New In Content

Check our updated What's New page for information about new landing pages, product resources,
newsletters, and more!

Qualys Threat Research Updates

April 2026 This Month’s Update

Threat 10 in the wild
Research D () St

risk exposure

Newsletter

Stay informed to keep your Vulnerability Disclosure Avalanche &
systems secure and resilient Shrinking Exploitation Window



https://docs.qualys.com/en/content/enhancements/whats_new.html
https://docs.qualys.com/en/content/enhancements/whats_new.html
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-april-2026-newsletter.pdf

April: Threat Research Updates

ROCon EMEA 2026 Highlights

ROCon EMEA 2026 united security leaders who transformed reactive defense into
proactive risk management. Watch powerful keynotes, expert sessions, and strategies
that aligned cybersecurity with measurable business impact.

R o GD n 2 6 Playlist of all the presentations

- The Risk Operations Cenference
EMEA

Cyber Risk Series: Beyond Dashboard Tourism



https://docs.qualys.com/en/newsletters/threat-research-unit/tru-april-2026-newsletter.pdf
https://www.youtube.com/watch?v=WZWQVVnBWlg
https://www.youtube.com/watch?v=b71hquiIqZE&list=PLFHSz1fBN1FZO4kYz5AXeaUIXfSe2IiZ-

Qualys CEO Sumedh Thakar and Cyber Security veteran Dan Haagman discuss
escaping dashboard tourism, quantifying risk in financial terms, and aligning security
strategy with business priorities.

CYBER i
BER | Exploit,

series | Don’t Trust

Playlist for Cyber Security series

Rethinking Cyber Risk
in the Age of Al

Sumedh Thakar
President and CEO
Qualys

Dan Haagman
CEO, Chalet Presented by
Author, CISO Global Leadership Study @ Qualys.

New Training Videos

Level Up Your Qualys Expertise!

New training videos for TotalAppSec, covering Progressive Scanning, Browser Setting, and Crawling Behavior.

Q Qualys Q Qualys Q OQualys

Reauthentication Setting and

Browser Setting & Scan time Crawling Behavior

Progressive Scanning

Optimization

Learn About Progressive Scanning Learn How to Use Browser Setting & Learn About Reauthentication Setting &
Scan time Optimization Crawling Behavior


https://www.youtube.com/watch?v=AvvI1wCrMdU&list=PLFHSz1fBN1FYxPGlyxPU9mZPRcBJanhah&index=2
https://www.youtube.com/watch?v=40tGapSWu2E&list=PLFHSz1fBN1FYxPGlyxPU9mZPRcBJanhah&index=1
https://vimeo.com/1186930899
https://vimeo.com/1187240677
https://vimeo.com/1186934744

Updated Video Series

Fresh Videos, Deeper Product Mastery

Our Qualys Training videos just got better: Explore the freshly updated video series covering Qualys Application Overviews, ETM & TotalAppSec.

Q Qualys Q Qualys Q Qualys

Video Series: Qualys Application Video Series: Introducing Qualys Video Series: Introducing Qualys

Overviews ETM TotalAppSec

Qualys Application Overviews Everything About Qualys ETM Decode Qualys TotalAppSec

Instructor-Led Trainings

We encourage you to register for our upcoming online Instructor-Led Trainings.

View Upcoming Schedule

Qualys Blogs

Read the latest blogs from Qualys to discover new trends in cybersecurity, get practical tips, and gain deeper insights.

Check out the 14 newly published blog articles covering topics ranging from product features to vulnerabilities and policy updates.


https://success.qualys.com/customersupport/s/video-library?product=apps-overview
https://success.qualys.com/customersupport/s/video-library?product=etm
https://success.qualys.com/customersupport/s/video-library?product=tas
https://www.qualys.com/training#ilt-training

Qualys Insights

Don't Wait for a Patch. Mitigate RedSun Zero-Day Risk in Microsoft Defender Today Why Every Enterprise Needs a Risk Operations Center (ROC)

Signals from the Cloud Security Forecast 2026: Cloud Risk Is Scaling through Design, Not Disruption

Product Tech

Handling_the Vulnerability Surge in the Post-Mythos Era Qualys VMDR and TotalCloud™ Now Available on Oracle Cloud Marketplace

The Mythos Inflection Point: Dealing With the Upcoming_Vulnerability Disclosure Avalanche

Deep Scan: Expanding_Vulnerability Detection Beyond Traditional Boundaries L ]
and Compressed Exploitation Window

Scaling_Modern AppSec: Moving_from Static Profiles to Al-Powered Scan Optimization 12 Best Practices for Securing AWS Cloud in 2026

Meet Agent Val: Closing_the Validation Gap in Exposure Management at Machine Speed with Agentic Al

Patch Tuesday

Oracle Critical Patch Update, April 2026 Security Update Review Microsoft and Adobe Patch Tuesday, April 2026 Security Update Review

Vulnerabilities & Threat Research

Anatomy of an Autonomous Al Agent Risk: How Qualys ETM Connects the Dots on OpenClaw

Notifications

Policy Compliance Library Updates, April 2026

Runbooks & Knowledge Base Articles

Access our 13 new Runbooks & 8 Knowledge Base articles.

Runbook is a step-by-step guide that helps you gather required details for a Qualys Support case, and perform basic health checks before contacting Support. This
enables more efficient troubleshooting and faster resolution.


https://blog.qualys.com/qualys-insights/2026/04/22/dont-wait-for-a-patch-mitigate-redsun-risk-in-microsoft-defender-today
https://blog.qualys.com/qualys-insights/2026/04/06/why-every-enterprise-needs-a-risk-operations-center-roc
https://blog.qualys.com/qualys-insights/2026/04/07/qualys-cloud-security-forecast-2026-risk-trends-insights
https://blog.qualys.com/product-tech/2026/05/01/handling-the-vulnerability-surge-in-the-post-mythos-era
https://blog.qualys.com/product-tech/2026/04/15/qualys-vmdr-totalcloud-now-available-oracle-cloud-marketplace
https://blog.qualys.com/product-tech/2026/04/13/deep-scan-expanding-vulnerability-detection-beyond-traditional-boundaries
https://blog.qualys.com/product-tech/2026/04/10/the-mythos-inflection-point-dealing-with-the-upcoming-vulnerability-disclosure-avalanche-and-compressed-exploitation-window
https://blog.qualys.com/product-tech/2026/04/09/scaling-modern-appsec-moving-from-static-profiles-to-ai-powered-scan-optimization
https://blog.qualys.com/product-tech/2026/04/09/1aws-cloud-security-best-practices-guide
https://blog.qualys.com/product-tech/2026/03/23/meet-agent-val-closing-the-validation-gap-in-exposure-management-at-machine-speed-with-agentic-ai
https://blog.qualys.com/vulnerabilities-threat-research/2026/04/22/oracle-critical-patch-update-april-2026-security-update-review
https://blog.qualys.com/vulnerabilities-threat-research/2026/04/14/microsoft-and-adobe-patch-tuesday-april-2026-security-update-review
https://blog.qualys.com/product-tech/2026/04/13/anatomy-autonomous-ai-agent-risk-qualys-etm-openclaw
https://notifications.qualys.com/policy-library/2026/04/30/policy-compliance-library-updates-april-2026

New Runbooks

Endpoint Detection and Response (EDR)

Data Required to Troubleshoot EDR Cases

Policy Audit/SCA

SCAP and General Issues

AP] Issues

Ul/Dashboard Issues

RBAC Issues

Exception Issues

Posture Issues

Policies Issues

Controls Issue

Reporting_Issues

Scan Result Issues

Scan Issues

Authentication Issues

Knowledge Base Articles

Cloud Agent

Linux Cloud Agent 7.x auto upgrade failure with "rpm bad key ID" error

Cloud Agent Usage on Forensic Systems

Patch Management

Meaning of “"Deferred” in Patch Names

Unable to Delete Patch Job from Patch Management Ul Due to Job Link Dependency.

Policy Audit

Troubleshooting_Issue Windows Authentication Not Attempted

Policy Audit Fix (PAF)— Setup & Workflow Guide

VM/VMDR

Qualys Internal CA-Signed Certificate for SAML SSO — Scheduled Replacement on 20 May 2026

Utilities

How to Use QLU Calculator

Explore More!
Discover more resources and product updates from Qualys.

Release Notes | Documentation | Video Library | Trainings | Blogs



https://success.qualys.com/support/s/article/000008511
https://success.qualys.com/support/s/article/000008493
https://success.qualys.com/support/s/article/000008492
https://success.qualys.com/support/s/article/000008491
https://success.qualys.com/support/s/article/000008490
https://success.qualys.com/support/s/article/000008489
https://success.qualys.com/support/s/article/000008488
https://success.qualys.com/support/s/article/000008487
https://success.qualys.com/support/s/article/000008486
https://success.qualys.com/support/s/article/000008485
https://success.qualys.com/support/s/article/000008484
https://success.qualys.com/support/s/article/000008483
https://success.qualys.com/support/s/article/000008482
https://success.qualys.com/support/s/article/000008507
https://success.qualys.com/support/s/article/000008434
https://success.qualys.com/support/s/article/000008442
https://success.qualys.com/support/s/article/000008434
https://success.qualys.com/support/s/article/000008504
https://success.qualys.com/support/s/article/000008479
https://success.qualys.com/support/s/article/000008499
https://success.qualys.com/support/s/article/000008466
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/

Have feedback or suggestions? Write to us at ContentExperience@qualys.com.



mailto:ContentExperience@qualys.com



