Content Newsletter

August 2025 Edition

Welcome to the August Edition of our Content Newsletter

Welcome to the Content Newsletter for August 2025. This monthly newsletter will provide a one-stop view of all content delivered (Product Documentation, Blogs, Videos,
KB Articles) this month. Please explore the content and let us know what more you want to see as part of this newsletter.



Product Documentation — Release Notes

22 release notes delivered for 17 releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk Management Release 1.4

Vulnerability Management, Detection and Response 2.6

Enterprise TruRisk™ Platform Release 10.35.1

Enterprise TruRisk™ Platform Release 10.35.1 API

Cloud and SaaS Security

Qualys Flow Release 1.18

Qualys Flow Release 1.18 API

Asset Management

CyberSecurity Asset Management/Global AssetView Release 3.6.0.0

CyberSecurity Asset Management/Global AssetView Release 3.6.0.0 API

Application Security

TotalAl Release 1.5

TotalAl Release 1.5 API

Compliance

Policy Audit Release 1.3

Policy Audit Release 1.2.0

Policy Audit Release 1.2.0 API

Sensor Management

Cloud Agent Application Release 2.4

Qualys Cloud Agent for Windows Release 6.2.5

Qualys Cloud Agent for AWS Bottlerocket Release 5.0.1-53

Qualys Cloud Agent for GCP Container Optimized OS Release 5.0.1-55

Qualys Cloud Agent Red Hat Enterprise Linux CoreOS Release 4.2.5-31

Cloud Agent for MacOS Intel Release 6.2

Cloud Agent for MacOS Apple Silicon Release 6.3

Utilities

Unified Dashboard Release 2.6

Unified Dashboard Release 2.5.1



https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_vmdr_rn/vmdr/release_2_6.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_35_1_api.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_18_api.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_6.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_1_5_api.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_1_5.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_1_5_api.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_3.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_2_0_api.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_2_0.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_4.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aws_bottlerocket/release_5_0_1_53.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_coreos/release_4_2_5_31.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/macos_apple_silicon/release_6_3.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/windows/release_6_2_5.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/gcp_cos/release_5_0_1_55.htm
http://docs.qualys.com/en/ca/release-notes/cloud_agent/macos_intel/release_6_2.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_6.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_5_1.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_vmdr_rn/vmdr/release_2_6.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_35_1_api.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_4.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_35_1.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_18.htm

View all Release Notes

What’s New?
Goodbye to newsletter hunting! Threat Research & Content Experience Fresh Look Alert! Our Release Notes page just got an exciting makeover with a
newsletters are now unified in Documentation page - Your hub for security insights. streamlined new design that makes finding updates faster and easier than ever.

C 25 qualys.com/documentation/release-notes/
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Content Enhancement



https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://www.qualys.com/documentation/
https://www.qualys.com/documentation/release-notes/

« Navigate effortlessly and discover content quickly, without the hassle of searching through multiple documents.
 Get clear, concise information with no repetitive content, saving you time and ensuring a smoother experience.

What Does It Include?

The comprehensive product documentation includes Online Help, API User Guides, Release Notes, Knowledgebase Articles, and product-specific video libraries - all accessible from a single

location.

Quick Links to Collated Content

Network Passive Sensor Product
Documentation

VMDR OT Product Documentation

Certificate View Product Documentation

Product Training Videos

Make sure to watch the latest videos published. They offer essential details about the product’s features and functionality that you need to understand.

New Video Libraries

Q Qualys

Kubernetes and Container Security (KCS)

Kubernetes & Container Security (KCS) Introduction to EDR

Endpoint Detection & Response

Overview of Policy Audit

Policy Audit



Mohul Ghosh
Rectangle

https://docs.qualys.com/en/ps/latest/get_started/overview.htm
https://docs.qualys.com/en/vmdr-ot/latest/get_started/vmdrot_overview.htm
https://docs.qualys.com/en/certview/latest/get_started/introduction.htm
https://success.qualys.com/customersupport/s/video-library?product=kcs
https://success.qualys.com/customersupport/s/video-library?product=how-to-edr
https://success.qualys.com/customersupport/s/video-library?product=pa

Qualys Threat Research Updates

Aug 2025 This Month’s Update

This Month’s Top Critical Vulnerabilities, Cloud Misconfigurations, and OpenSSH

Vulnerabilities exploited
in the wild

Cyber threats are constantly evolving, making it essential for businesses to stay Th rea t

informed and proactive. This month's updates cover the latest security threats,
Resea rc h 2 o Cloud misconfiguration

vulnerabilities, and attack trends that could affect your organization. Stay updated to

protect your assets better and maintain a strong security posture. -
Newsletter —
Stay informed to keep your 2 Pwnie Awards

August = Threat RESEEI’CI‘I UpdﬂtES systems secure and resilient

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

‘ View Upcoming Schedule ‘

Qualys Blogs

Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality.

View the newly published 17 blogs, covering a variety of information from Product and Technical Perspectives to Vulnerabilities and Qualys Insights.


https://www.qualys.com/training/#ilt-training
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-august-2025-newsletter.pdf
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-august-2025-newsletter.pdf

Product and Technical

From Exposure Whack-a-Mole to Autonomous Cyber Risk Management: Meet Agentic Al on the Qualys
Platform

Unpacking_ Qualys Agentic Al: Technical Insights into Its Architecture and Capabilities

Compliance Without Coverage is a Risk: How to Close the Gaps with Qualys Policy Audit

Eliminate Risk from Older and Unmanaged Java Installations

Remediate WMI Class Corruption Errors with Qualys TruRisk™ Eliminate

Unleashing_Agentic Al for Superior Threat-Informed Risk Prioritization with Agent Nyra

How Agentic Al Helps with Adaptive Cloud Risk Assessment with Agent Vikram

Introducing_the Qualys App Picker: Easier, Faster Navigation for All Your Security Applications

Qualys Achieves FedRAMP® High ATO: Unlocking_the Future of Trusted Cybersecurity for Government
and Critical Infrastructure

Chatbots, APIs, and the Hidden Risks Inside Your Application Stack

Introducing_Qualys Policy Audit: The New Standard for Regulatory Compliance and Audit Readiness

Vulnerabilities and Threat Research

Microsoft and Adobe Patch Tuesday, August 2025 Security Update Review

Two Pwnie Awards, One Crucial Lesson: What Our OpenSSH Research Reveals About Cyber Defense in 2025

Notifications

Updates on API Versioning Standards & Deprecation Timelines

Qualys TotalCloud 2.18.0 Release Updates

Qualys Enterprise TruRisk™ Platform 3.9 (PM)_API Notification

Qualys Enterprise TruRisk™ Platform (GAV/CSAM 3.6) API Notification

Knowledgebase Articles

Go through the recently published Knowledgebase (KB) articles by technical experts, which provide valuable information on troubleshooting, installation, configuration, and more.

Access the recently published 11 KB articles on a variety of products and their functionalities.

VM/VMDR

® Detection Logic for QID-38916 Common Base Linux Mariner (CBL-Mariner) Default Credentials



https://blog.qualys.com/product-tech/2025/08/04/from-exposure-whack-a-mole-to-autonomous-cyber-risk-management-meet-agentic-ai-on-the-qualys-platform
https://blog.qualys.com/product-tech/2025/08/11/unified-compliance-coverage-policy-audit
https://blog.qualys.com/product-tech/2025/08/13/remediate-wmi-class-corruption-errors-with-qualys-trurisk-eliminate
https://blog.qualys.com/product-tech/2025/08/20/how-agentic-ai-helps-with-adaptive-cloud-risk-assessment-with-agent-vikram
https://blog.qualys.com/product-tech/2025/08/27/qualys-achieves-fedramp-high-ato-unlocking-the-future-of-trusted-cybersecurity-for-government-and-critical-infrastructure
https://blog.qualys.com/product-tech/2025/08/04/unpacking-qualys-agentic-ai-technical-insights-into-its-architecture-and-capabilities
https://blog.qualys.com/product-tech/2025/08/12/eliminate-risk-from-older-and-unmanaged-java-installations
https://blog.qualys.com/product-tech/2025/08/14/unleashing-agentic-ai-for-superior-threat-informed-risk-prioritization-with-agent-nyra
https://blog.qualys.com/product-tech/2025/08/25/qualys-module-picker-streamlined-security-module-management
https://blog.qualys.com/product-tech/2025/08/26/chatbots-apis-and-the-hidden-risks-inside-your-application-stack
https://blog.qualys.com/vulnerabilities-threat-research/2025/08/12/microsoft-and-adobe-patch-tuesday-august-2025-security-update-review
https://blog.qualys.com/qualys-insights/2025/08/12/two-pwnie-awards-one-crucial-lesson-what-our-openssh-research-reveals-about-cyber-defense-in-2025
https://notifications.qualys.com/api/2025/08/17/updates-on-api-versioning-standards-deprecation-timelines
https://notifications.qualys.com/api/2025/08/24/qualys-enterprise-trurisk-platform-3-9-pm-api-notification
https://notifications.qualys.com/product/2025/08/08/qualys-totalcloud-2-18-0-release-updates
https://notifications.qualys.com/notifications/2025/08/20/qualys-enterprise-trurisk-platform-gav-csam-3-6-api-notification
https://blog.qualys.com/product-tech/2025/04/24/introducing-qualys-policy-audit-the-new-standard-for-audit-readiness#rollout-timeline-and-how-to-plan-for-your-transition
https://success.qualys.com/support/s/article/000008114

Connector

* How to - Azure connectors are in an ERROR status / have completed with errors

GAV/CSAM

* Understanding_and Resolving the "Qualys Attributes (Unique Fields) are not added with your Jira Project” Error Overview

Patch Management

* Windows Patch management - Windows Defender Application Not Detected During PM Scan

® Does Qualys Patch Management Supports patching_the Microsoft Edge browser using the Extended Support Channel (ESC).

® Error 1646 in Adobe Acrobat - The Program Can't Update Itself

® Patch Management: How to verify if the Windows Cloud Agent patch job is rebooting the device

Qualys Gateway Service

® Error while uploading QGS Custom Certificate: “Internal Server Error”

* Managing Bandwidth Spikes During Patch Deployment with QGS

* How to Verify if a Qualys Cloud Agent Communicates via QGS Proxy.

Cloud Agent

® Qualys EPP on MacOS Base Image

Explore More!

Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation | Video Library | Trainings | Blogs

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your feedback with us at ContentExperience@qualys.com.



https://success.qualys.com/support/s/article/000008164
https://success.qualys.com/support/s/article/000008120
https://success.qualys.com/support/s/article/000008178
https://success.qualys.com/support/s/article/000008177
https://success.qualys.com/support/s/article/000008117
https://success.qualys.com/support/s/article/000008119
https://success.qualys.com/support/s/article/000008180
https://success.qualys.com/support/s/article/000008167
https://success.qualys.com/support/s/article/000008119
https://success.qualys.com/support/s/article/000008163
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://www.qualys.com/documentation/release-notes/
https://blog.qualys.com/
mailto:ContentExperience@qualys.com



