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Welcome to the Content Experience Newsletter

Discover the latest technical content released in August, including product documentation, release
notes, research insights, and knowledge base articles. This monthly update helps you stay informed
about new platform capabilities, documentation updates, and security insights across the Qualys

ecosystem.
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Product Documentation - Release Notes

28 Release Notes Delivered for 21 Releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk™ Platform Release 3.25 Enterprise TruRisk™ Platform Release
10.39.2
Enterprise TruRisk™ Platform Release 3.25 Enterprise TruRisk™ Platform Release
API 10.39.2 API

EDR Release 3.8.4
Risk Management
Enterprise TruRisk Management Release 1.12 ETM Identity Release 1.4.0

Application Security

TotalAppSec Release 2.10 | Web Application TotalAppSec Release 2.10 | Web Application
Scanning Release 1.30 Scanning Release 1.30 API

Risk Remediation

Custom Assessment and Remediation
Release 2.9.2


https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_25.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_39_2.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_25_api.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_39_2_api.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_8_4.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_12.htm
https://docs.qualys.com/en/etm-identity/release-notes/etm_identity/release_1_4.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_10_was_1_30.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_10_was_1_30_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_9_2.htm

Platform and Sensor Management

Connector Release 2.20 Unified Dashboard Release 2.15
Connector Release 2.20 API Unified Dashboard Release 2.15.1
Cloud Agent Application Release 2.8 Cloud Agent for Windows Release 6.6
Cloud Agent Application Release 2.8 API Qualys Gateway Service Release 3.16
SwCA Scanner for Windows Release 1.22 Network Passive Sensor Release 2.6

Cloud and Container Security
TotalCloud Release 2.27 TotalCloud Release 2.27 API
Audit and Compliance Management

Policy Audit Release 1.14 File Integrity Monitoring Release 4.9.3
Policy Audit Release 1.14 API File Integrity Monitoring Release 4.9.3 API

PCI Compliance Release 1.9 API
VM/VMDR

VMDR OT Release 1.7

View all Release Notes

New Feature: Release Notes Subscription

Subscribe for Product Updates Release Notes, Delivered to You

© Qualys

Subscribe to Qualys Release Notes and get updates
for your chosen products directly in your inbox. Stay

Release Notes

Aug

informed, prepared, and ahead: No more manual page

checks!

Read Blog: Get Release Notes Delivered Straight to
Your Inbox


https://docs.qualys.com/en/conn/release-notes/connector/release_2_20.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_15.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_20_api.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_15_1.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_8.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/windows/release_6_6.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_8_api.htm
https://docs.qualys.com/en/qgs/release-notes/qgs/release_3_16.htm
https://docs.qualys.com/en/ca/release-notes/swca/windows/release_1_22.htm
https://docs.qualys.com/en/ps/release-notes/ps/release_2_6.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_27.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_27_api.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_14.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_9_3.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_14_api.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_9_3_api.htm
https://docs.qualys.com/en/pci/release-notes/pcim/release_1_9_api.htm
https://docs.qualys.com/en/vmdr-ot/release-notes/vmdr-ot/release_1_7.htm
https://www.qualys.com/documentation/release-notes
https://notifications.qualys.com/product/2026/08/17/get-release-notes-delivered-straight-to-your-inbox
https://notifications.qualys.com/product/2026/08/17/get-release-notes-delivered-straight-to-your-inbox

‘ Watch: August Patch Tuesday Summary Video

@ Critical CVEs This August
Qudie : Catch up on August 2026 Patch Tuesday: critical
Patch TUSEEER = Windows, SharePoint, and FortiSandbox CVEs, plus
@ Al-powered patch reliability scoring. Stay ahead of
August 2026 attackers before they exploit gaps.
Watch Video
‘ Black Hat USA 2026 Recap
Qualys Makes Waves at Black Hat 2026
,/KI 3 o Experience the highlights from Black Hat 2026 as
: ggﬂgim‘é : Qualys showcased innovations, engaged industry
Us, See You- leaders, and connected with the cybersecurity
. Next Year! ]
: - community.
Watch Video

Register for ROCon Americas 2026

Enter the Al ROC Era
@ouws ¥4 Experience real-time exposure detection, hyper-

ROCon26

The Risk Operations Conference
——————— AMERICAS

prioritization, and zero-day remediation at ROCon
Americas 2026 in Austin, from October 13 to 15. Three
days, three transformative ideas shaping the future of

% risk operations.
Watch Video
Register for the Event

October 13-15 | Austin, TX

qualys.c OCo!

Content Enhancements

This month, you'll find 3 new product landing pages that provide product overviews, key features,

and workflows, making them the perfect starting point for you.


https://www.youtube.com/shorts/d3D5utBlErk
https://www.youtube.com/shorts/d3D5utBlErk
https://www.youtube.com/watch?v=FVvFAh35EOw
https://www.youtube.com/watch?v=FVvFAh35EOw
https://www.youtube.com/watch?v=ijvgKbQHwx0
https://www.youtube.com/watch?v=ijvgKbQHwx0
https://www.qualys.com/rocon/2026/americas

©

Qualys.

Qualys Gateway Service
Landing Page

Explore the new Qualys Gateway Service Help
Center: secure proxy and caching for Cloud Agent
deployments, multi-platform support, and your
guided journey from setup to management.

Explore More

©

Qualys.

ETM ldentity
Landing Page

The new ETM Identity Help Center is live, helping
you discover identity risks, quantify their impact,
and prioritize actions across Active Directory,
Microsoft Entra ID, and Okta environments.

Explore More

©

Qualys.

TruRisk™ Eliminate
Landing Page

Explore the new TruRisk™ Eliminate Help hub
featuring Al powered patch reliability, autonomous
remediation, custom scripts, and automated asset

isolation to help you isolate, mitigate, and
remediate cyber risk.

Explore More

Watch Release Summary Videos

Catch up on all release summary videos published this August, all in one place!


https://docs.qualys.com/en/qgs/latest/about_qualys_qgs.htm
https://docs.qualys.com/en/qgs/latest/about_qualys_qgs.htm
https://docs.qualys.com/en/pm/latest/about_tre.htm
https://docs.qualys.com/en/pm/latest/about_tre.htm
https://docs.qualys.com/en/etm-identity/latest/about_etm_identity.htm
https://docs.qualys.com/en/etm-identity/latest/about_etm_identity.htm

Enterprise
TruRisk

Management
Release 1.11

Qualys Enterprise TruRisk™ Management
Release Summary 1.11

Watch ETM Release 1.11 highlights: deeper
TruRisk Eliminate integration, CVSS v4 support,
granular Exploitation Validated breakdowns, and
DNS-based scanning for faster risk prioritization

and validation.

Explore More

Enterprise
TruRisk
Management
Release 1.12

Qualys Enterprise TruRisk™ Management
Release Summary 1.12

Watch ETM Release 1.12 highlights: Agent Insta
instant exposure detection, ROCky reasoning
visibility, unified inventory across containers and

compute, and Cloud Agent support in TruConfirm.

Explore More

Qualys
/ Vulnerability Management \
Release 10.39.2
\\ Policy Audit Release 1.14 /

S~

Qualys Vulnerability Management 10.39.2
Release Summary

Explore VM Release 10.39.2 and Policy Audit
1.14 with reorganized policies, greater Cloud
Agent control, HashiCorp Vault credential
management, and OCI Cloud Perimeter Scan

support.

Explore More

Scan to Discover What's New in Content

Check our updated What's New page, featuring newly published landing pages, August Patch

Tuesday video, new Release Notes summary videos, newsletters, & more, all in one place!


https://www.youtube.com/watch?v=rpDrVbrNt3E
https://www.youtube.com/watch?v=rpDrVbrNt3E
https://www.youtube.com/watch?v=VjpzHMtEXc4
https://www.youtube.com/watch?v=VjpzHMtEXc4
https://www.youtube.com/watch?v=ogQh4HQ4NsY
https://www.youtube.com/watch?v=ogQh4HQ4NsY
https://docs.qualys.com/en/content/enhancements/whats_new.html
https://docs.qualys.com/en/content/enhancements/whats_new.html

Qualys Threat Research Updates

August 2026 This Month's Update

Threat Research 1 0 Vulnerabilities exploited in
Newsletter e

Stay informed to keep your systems secure and

resilient 20 Cloud misconfiguration risk

exposure

Agent Insta: Closing the Detection
Gap in Exposure Management

August: Threat Research Updates

Blogs

Check out the 15 newly published blog articles covering topics ranging from product features to
vulnerabilities and policy updates.

| Qualys Insights

PCI DSS 4.0.1: Application Requirements You're Beyond Patching: What IT Teams Need to Know
Being Assessed on in 2026 About Unpatchable Exposures

Why API Discovery Is Critical for Modern AppSec
Programs

| Product Tech

When an Al Agent Turned Attacker: What Qualys CVE-2026-68820 is in KEV. Here Is What CISA
Sees Across Every Phase of the Hugging Face BOD 26-04 Actually Requires Now
Kubernetes Intrusion

Qualys Introduces Real-Time Cloud Security Audit Fix: Audit Readiness for the Post-Mythos
Posture Management (CSPM) for Faster Risk Era
Detection and Remediation

Zero-Day Remediation Meets Operational Agent Val Now Validates the Entire Attack
Resiliency Surface: From Network to Host
Say Hello to Agent Insta: Closing the Detection Anatomy of a Silent Domain Takeover

Gap in Exposure Management at Machine Speed

Patch Tuesday


https://docs.qualys.com/en/newsletters/threat-research-unit/tru-august-2026-newsletter.pdf
https://blog.qualys.com/product-tech/2026/08/27/pci-dss-4-0-1-application-requirements-youre-being-assessed-on-in-2026
https://blog.qualys.com/product-tech/2026/08/26/beyond-patching-unpatchable-exposures-it-ops
https://blog.qualys.com/misc/2026/08/13/why-api-discovery-is-critical-for-modern-appsec-programs
https://blog.qualys.com/product-tech/2026/08/26/hugging-face-ai-agent-intrusion-qualys-detection-mapping
https://blog.qualys.com/product-tech/2026/08/18/cve-2026-68820-kev-bod-26-04-requirements
https://blog.qualys.com/product-tech/2026/08/12/qualys-introduces-real-time-cloud-security-posture-management-cspm-for-faster-risk-detection-and-remediation
https://blog.qualys.com/product-tech/2026/08/10/audit-readiness-frontier-ai-audit-fix
https://blog.qualys.com/product-tech/2026/08/03/zero-day-remediation-operational-resiliency-trurisk-eliminate
https://blog.qualys.com/product-tech/2026/08/03/truconfirm-cloud-agent-endpoint-exploit-validation
https://blog.qualys.com/product-tech/2026/08/03/instascan-agent-insta-scanless-detection
https://blog.qualys.com/product-tech/2026/09/02/anatomy-of-a-silent-domain-takeover-ad-real-time-monitoring

Oracle Critical Patch Update, August 2026 Microsoft and Adobe Patch Tuesday, August 2026
Security Update Review Security Update Review

Vulnerabilities & Threat Research

CVE-2026-69414 ShieldBreak Zero-Day: No
Patch, and CISA BOD 26-04 Gives You 14 Days

Notifications

Policy Compliance Library Updates, August 2026

Knowledge Base Articles

Access the 13 recently published KB articles covering various products and functionalities.

VM/VMDR

How to Check Network Route and VLAN How to Create a Scheduled Scan via API Using
Information on a Scanner Appliance an IP Network Range Dynamic Tag

Account / Subscription

How to Subscribe to Qualys Release Notes How to Enable or Disable the "Guide Me" Feature
Notifications

TruRisk Eliminate

Elimination View Not Seen in VMDR, but Patch Mitigation for Same QID Is Not Seen for All
Job Can Be Created through PM Module Assets

Customer Support Portal

How to Look Up QID Information Using the
Qualys Vulnerability Detection Pipeline

Patch Management

Large Patch Download Failures (Error 707) for KB Patch Search Exclusions Not Applying as
Updates Expected
How to Enable the Missing Job Access Tab in How to Troubleshoot and Resolve Qualys Patch
Patch Management Management Exit Code 112

Patch Reliability Score Not Displayed for Private
Cloud Platform (PCP) Subscriptions

Global AssetView (GAV)/CyberSecurity Asset Management (CSAM)

CSAM: How to Create Custom Script Dynamic
Tags

Explore More!
Discover more resources and product updates from Qualys.


https://blog.qualys.com/vulnerabilities-threat-research/2026/08/19/oracle-critical-patch-update-august-2026-security-update-review
https://blog.qualys.com/vulnerabilities-threat-research/patch-tuesday/2026/08/11/microsoft-patch-tuesday-august-2026-security-update-review
https://blog.qualys.com/product-tech/2026/08/24/shieldbreak-the-windows-defender-zero-day-with-no-patch-detect-it-mitigate-it-with-qualys
https://notifications.qualys.com/notifications/2026/09/03/policy-compliance-library-updates-august-2026
https://success.qualys.com/support/s/article/000008668
https://success.qualys.com/support/s/article/000008660
https://success.qualys.com/support/s/article/000008665
https://success.qualys.com/support/s/article/000008661
https://success.qualys.com/support/s/article/000008679
https://success.qualys.com/support/s/article/000008657
https://success.qualys.com/support/s/article/000008678
https://success.qualys.com/support/s/article/000008663
https://success.qualys.com/support/s/article/000008662
https://success.qualys.com/support/s/article/000008659
https://success.qualys.com/support/s/article/000008655
https://success.qualys.com/support/s/article/000008654
https://success.qualys.com/support/s/article/000008674
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Have feedback or suggestions? Write to us at dochelpdesk@qualys.com

Qualys.

This email is generated through Qualys, Inc.'s use of proprietary software and may contain content that is controlled by Qualys,
Inc.



https://www.qualys.com/documentation/release-notes
https://qualys.com/documentation
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training
https://blog.qualys.com/
mailto:dochelpdesk@qualys.com



