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Welcome to the February Edition of our Content Newsletter

Welcome to the Content Newsletter for February 2025. This monthly newsletter will provide a one-stop view
of all content delivered (product documentation, blogs, videos, KB articles) this month. Please explore the
content and let us know what more you want to see as part of this newsletter.

Infrastructure Security

Vulnerability Management, Detection and Response 
2.2

Enterprise TruRisk™ Platform 3.20Enterprise TruRisk™ Platform 10.32 .1

Enterprise TruRisk™ Platform 3.20 API
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https://docs.qualys.com/en/vmdr/release-notes/vmdr/release_2_2.htm
https://docs.qualys.com/en/vmdr/release-notes/vmdr/release_2_2.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_20.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_32_1.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_20_api.htm


Enterprise TruRisk™ Platform 10.32.1 API

Cloud and SaaS Security
Container Security 1.37 API Container Security Sensor 1.36.1

IT Operations

Custom Assessment and Remediation 2.4.1 API Custom Assessment and Remediation 2.4.1

Compliance
File Integrity Monitoring 4.4.1

Application Security
Web Application Scanning 1.19.1

Sensor Management
Cloud Agent Windows 6.1 Cloud Agent Linux x86_64 7.1

Cloud Agent Linux ARM 6.1 Network Passive Sensor 1.8.1

Cloud Agent 2.0
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https://docs.qualys.com/en/vm/release-notes/qweb/release_10_32_1_api.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_37_api.htm
https://docs.qualys.com/en/cs-sensor/release-notes/cs_sensor/release_1_36_1.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_4_1_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_4_1.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_4_1.htm
https://docs.qualys.com/en/was/release-notes/web_application_scanning/release_1_19_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/windows/release_6_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_intel/release_7_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_arm/release_6_1.htm
https://docs.qualys.com/en/ps/release-notes/ps/release_1_8_1.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_0.htm


Utilities
Unified Dashboard 2.1.0

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).
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https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_1.htm
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/training/#ilt-training-tab


Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality. 

View the newly published 15 blogs, covering a variety of information from Product and Technical perspectives to Vulnerabilities and Qualys
Insights. 

Product and Technical

Independent Analyst Firm: Qualys Recognized as a Leader in
Attack Surface Management

Streamline Security: Automate Database Compliance with Qualys Cloud
Agent

Qualys TotalAppSec Delivers AI-powered Unified Application
Risk Management for Modern Web Apps and APIs

Qualys Adds Threat Intelligence for Typo Squatting and Defamatory
Domains to External Attack Surface Management

Qualys TotalCloud KCS Achieves Red Hat Vulnerability
Scanner Certification

Qualys Unveils mROC: The Industry’s First Managed Risk Operation
Center To Help Partners Scale Risk Management Services

From Vulnerability Scanning to Risk Management: The
Complete VMDR Advantage

Defense Lessons from the Black Basta Ransomware Playbook

Vulnerabilities and Threat Research

Qualys TRU Discovers Two Vulnerabilities in OpenSSH: CVE-
2025-26465 & CVE-2025-26466

Microsoft and Adobe Patch Tuesday, February 2025 Security Update
Review
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https://blog.qualys.com/product-tech/2025/02/28/independent-analyst-firm-qualys-recognized-as-a-leader-in-attack-surface-management
https://blog.qualys.com/product-tech/2025/02/28/independent-analyst-firm-qualys-recognized-as-a-leader-in-attack-surface-management
https://blog.qualys.com/product-tech/2025/02/20/streamline-your-security-automate-compliance-database-assessments-with-qualys-cloud-agent
https://blog.qualys.com/product-tech/2025/02/20/streamline-your-security-automate-compliance-database-assessments-with-qualys-cloud-agent
https://blog.qualys.com/product-tech/2025/02/03/qualys-totalappsec-delivers-ai-powered-unified-application-risk-management-for-modern-web-apps-and-apis
https://blog.qualys.com/product-tech/2025/02/03/qualys-totalappsec-delivers-ai-powered-unified-application-risk-management-for-modern-web-apps-and-apis
https://blog.qualys.com/product-tech/2025/02/13/qualys-adds-threat-intelligence-for-typosquatting-and-defamatory-domains-to-external-attack-surface-management
https://blog.qualys.com/product-tech/2025/02/13/qualys-adds-threat-intelligence-for-typosquatting-and-defamatory-domains-to-external-attack-surface-management
https://blog.qualys.com/product-tech/2025/02/25/qualys-totalcloud-kcs-achieves-red-hat-vulnerability-scanner-certification
https://blog.qualys.com/product-tech/2025/02/25/qualys-totalcloud-kcs-achieves-red-hat-vulnerability-scanner-certification
https://blog.qualys.com/product-tech/2025/02/05/qualys-unveils-mroc-the-industrys-first-managed-risk-operation-center-to-help-partners-scale-risk-management-services
https://blog.qualys.com/product-tech/2025/02/05/qualys-unveils-mroc-the-industrys-first-managed-risk-operation-center-to-help-partners-scale-risk-management-services
https://blog.qualys.com/product-tech/2025/02/24/from-vulnerability-scanning-to-risk-management-the-complete-vmdr-advantage
https://blog.qualys.com/product-tech/2025/02/24/from-vulnerability-scanning-to-risk-management-the-complete-vmdr-advantage
https://blog.qualys.com/vulnerabilities-threat-research/2025/02/25/defense-lessons-from-the-black-basta-ransomware-playbook
https://blog.qualys.com/vulnerabilities-threat-research/2025/02/18/qualys-tru-discovers-two-vulnerabilities-in-openssh-cve-2025-26465-cve-2025-26466
https://blog.qualys.com/vulnerabilities-threat-research/2025/02/18/qualys-tru-discovers-two-vulnerabilities-in-openssh-cve-2025-26465-cve-2025-26466
https://blog.qualys.com/vulnerabilities-threat-research/2025/02/11/microsoft-patch-tuesday-february-2025-security-update-review
https://blog.qualys.com/vulnerabilities-threat-research/2025/02/11/microsoft-patch-tuesday-february-2025-security-update-review


Qualys Insights

Securing Dynamic Cloud Environments: Best Practices for
Comprehensive Scanning

What is Cloud Scanning, and Why Does It Matter?

Notifications

Key Changes in SSL Labs Grading and Qualys
CertView Notice of Datacenter Migration of Qualys US2 Platform

Policy Compliance Library Updates, January 2025

Go through the recently published Knowledgebase (KB) articles by technical experts, which provide valuable information on troubleshooting,
installation, configuration, and more. 

Access the recently published 22 KB articles on a variety of products and their functionalities.
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https://blog.qualys.com/qualys-insights/2025/02/18/securing-dynamic-cloud-environments-best-practices-for-comprehensive-scanning
https://blog.qualys.com/qualys-insights/2025/02/18/securing-dynamic-cloud-environments-best-practices-for-comprehensive-scanning
https://blog.qualys.com/qualys-insights/2025/02/11/what-is-cloud-scanning-and-why-does-it-matter
https://notifications.qualys.com/product/2025/02/26/key-changes-in-ssl-labs-grading-and-qualys-certview
https://notifications.qualys.com/product/2025/02/26/key-changes-in-ssl-labs-grading-and-qualys-certview
https://notifications.qualys.com/notifications/2025/02/04/notice-of-datacenter-migration-of-qualys-us2-platform
https://notifications.qualys.com/policy-library/2025/02/03/policy-compliance-library-updates-january-2025


Cloud Agent
Configure Strong Cipher Suites
Proxy and Certificate Configuration for Windows
Notification: Qualys Cloud Agent manifest update causing Perl script failures on Red Hat Enterprise Linux (RHEL) and its derivative RPM-
based Systems

CAR

Automated remediation using Custom Assessment and Remediation (CAR)
Perl Script Failure Due to Permission Issue

GAV/CSAM
Old Uninstalled Software Visible in GAV/CSAM UI
CSAM: How to Populate Business Information for an Asset on the Asset Details Page using API
CSAM/AssetView: How to Remove a Specific Tag from a Group of Assets via API
What Happens After EASM Scan is Enabled?
EASM Scan Interval and Option Profiles
Renaming Static Tag assigned to Agent Activation Key
Can a CSAM Active Directory Appliance Be Converted to a QGS Appliance?
Error occurred while trying to create Tag. Please try later
Delete Tag Option is Grayed Out Under the Actions Menu
Creation of System-Generated Tags
Role-Based Access Control Using Tags for Reader Users in Qualys
Exporting a List of Assets Based on Their First Found/Create Date in CSAM/GAV
Why Isn’t the Parent Tag Applied to an Asset When Their Child Tags Are?
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https://success.qualys.com/support/s/article/000007674
https://success.qualys.com/support/s/article/000007675
https://success.qualys.com/support/s/article/000007702
https://success.qualys.com/support/s/article/000007702
https://success.qualys.com/support/s/article/000007700
https://success.qualys.com/support/s/article/000007701
https://success.qualys.com/support/s/article/000007652
https://success.qualys.com/support/s/article/000007658
https://success.qualys.com/support/s/article/000007659
https://success.qualys.com/support/s/article/000007660
https://success.qualys.com/support/s/article/000007662
https://success.qualys.com/support/s/article/000007671
https://success.qualys.com/support/s/article/000007687
https://success.qualys.com/support/s/article/000007672
https://success.qualys.com/support/s/article/000007673
https://success.qualys.com/support/s/article/000007682
https://success.qualys.com/support/s/article/000007683
https://success.qualys.com/support/s/article/000007685
https://success.qualys.com/support/s/article/000007686


Daylight Saving Time Causing Jobs to Start an Hour Late
Patch Installation Failure Due to File Hash Validation Error Patches 
Fail with System-Level Error Codes: Exit Code -2359302 Patches 
Fail with System-Level Error Codes: Exit Code -2147416390

Explore More!

Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation | Video Library | Trainings | Blogs 

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your
feedback with us at ContentExperience@qualys.com.
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Patch Management

https://success.qualys.com/support/s/article/000007651
https://success.qualys.com/support/s/article/000007653
https://success.qualys.com/support/s/article/000007656
https://success.qualys.com/support/s/article/000007657
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/
https://qualys.com/
https://www.qualys.com/apps/totalcloud/?hideNav=&utm_source=opensense&utm_medium=email-signature&utm_campaign=global-eventvirtual-totalcloud2.0-feb2024&leadsource=344574907



