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Welcome to the January Edition of our Content Newsletter

In this newsletter, we bring to you the latest product features, enhancements, improvements and fixes, informative blogs, engaging videos, and newly created
Knowledgebase articles. Stay informed and make the most of our curated content this month!

Product Documentation - Release Notes

31 release notes delivered for 21 releases for various Qualys Products




Infrastructure Security

Virtual Scanner Appliance 4.1: AWS

Enterprise TruRisk™ Platform 10.32

Certificate View 4.1

Enterprise TruRisk™ Platform 10.32 API

VMDR Mobile 1.5.9

Cloud Platform 10.31.3

Vulnerability Management, Detection and Response 2.1.0

Cloud Platform 10.31.3 API

Cloud and SaaS Security

Container Security 1.36

Qualys Flow 1.14

Container Security Sensor 1.36

Qualys Flow 1.13

Container Security 1.36 API

SaaS Detection and Response 1.9

Admission Controller 1.1.0

Asset Management

Global AssetView/CyberSecurity Asset Management 3.3.2 API

Global AssetView/CyberSecurity Asset Management 3.3.2

Global AssetView/CyberSecurity Asset Management 3.3.1

IT Operations

Custom Assessment and Remediation 2.4

Custom Assessment and Remediation 2.4 API

Patch Management 3.3

Endpoint Detection and Response 3.6

Patch Management 3.3 API

Endpoint Detection and Response 3.6 API

Compliance

File Integrity Monitoring 4.4

File Integrity Monitoring 4.4

Application Security

Web Application Scanning_1.19

Sensor Management

Qualys Gateway Service 3.9

Network Passive Sensor 1.8

Utilities




Unified Dashboard 2.0.0 Unified Dashboard 1.16.6

View all Release Notes

Product Documentation

Content Collation

To elevate the customer experience, we've collated and centralized all product documentation for each specific product at a single place. This consolidation ensures quick and seamless access to all the information you

need.

Customers Centric Benefits
« Find everything you need in one place with a unified source for all product documentation, designed for your convenience.
+ Navigate effortlessly and discover content quickly, without the hassle of searching through multiple documents.

- Get clear, concise information with no repetitive content, saving you time and ensuring a smoother experience.
What Does It Include?

The comprehensive product documentation includes Online Help, APl User Guides, Release Notes, Knowledgebase Articles, and product-specific video libraries - all accessible from a single location.

Quick Links to Collated Content
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Patch Container
Manageme... Security...




Product Training Videos

Make sure to watch the latest videos published. They offer essential details about the product's features and functionality that you need to understand.

Watch our 3 new videos on Enterprise TruRisk Management (ETM), which highlight its overview, functioning, and capabilities with Connectors.

Product Training Videos

Q Qualys. .

'ENTERPRISE Native, API-based Connectors

ERURISKS"—=— e O -y CSV Connectors
MANAG E M ENT : Soarmless Data import for Accurate Risk Analysis

The world’s first cloud-based Risk Opewjations Center

Introducing Qualys Enterprise TruRisk Qualys API Connectors Qualys CSV Connectors
Management

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

View Upcoming Schedule

Qualys Blogs

Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality.

View the newly published 13 blogs, covering a variety of information from Product and Technical perspectives to Vulnerabilities and Qualys Insights.



Product and Technical

Securing Al Innovation: Enterprise Strategies for LLM and Generative Al Security Secure, Efficient, Cost-Effective: How Qualys Patch Management Delivers ROI

Unlock the Boardroom with Cyber Risk: How the Qualys Enterprise TruRisk™ Platform Empowers CISOs | Subscription Object Management Service (SOAM) — Enhancement

How to Address CVE-2025-21307 Without a Patch Before the Weekend Certificate Awareness & Automated Renewal with Qualys CertView

Vulnerabilities and Threat Research

DeepSeek Failed Over Half of the Jailbreak Tests by Qualys TotalAl Mass Campaign of Murdoc Botnet Mirai: A New Variant of Corona Mirai

Oracle Critical Patch Update, January 2025 Security Update Review Microsoft and Adobe Patch Tuesday, January 2025 Security Update Review

Qualys Insights

Cybersecurity 2025: Qualys’ Predictions for Navigating_the Evolving Threat Landscape

Notifications

Upcoming_Changes in Admission Controller and CI/CD Policies: Kubernetes and Container Security 1.36 | Policy Compliance Library Updates, January 2025

Knowledgebase Articles

Go through the recently published Knowledgebase (KB) articles by technical experts, which provide valuable information on troubleshooting, installation, configuration, and more.

Access the recently published 29 KB articles on a variety of products and their functionalities.

Cloud Agent

® Configure Strong Cipher Suites




Proxy and Certificate Configuration for Windows

Notification: Qualys Cloud Agent manifest update causing Perl script failures on Red Hat Enterprise Linux (RHEL) and its derivative RPM-based Systems

CAR

Automated remediation using Custom Assessment and Remediation (CAR),

Perl Script Failure Due to Permission Issue

GAV/CSAM

Old Uninstalled Software Visible in GAV/CSAM Ul

CSAM: How to Populate Business Information for an Asset on the Asset Details Page using API

CSAM/AssetView: How to Remove a Specific Tag_from a Group of Assets via API
What Happens After EASM Scan is Enabled?

EASM Scan Interval and Option Profiles

Renaming_Static Tag_assigned to Agent Activation Key,

Error occurred while trying to create Tag. Please try later.

Delete Tag Option is Grayed Out Under the Actions Menu

Creation of System-Generated Tags

Role-Based Access Control Using Tags for Reader Users in Qualys

Exporting_a List of Assets Based on Their First Found/Create Date in CSAM/GAV
Why Isn't the Parent Tag Applied to an Asset When Their Child Tags Are?

Can a CSAM Active Directory Appliance Be Converted to a QGS Appliance?

Patch Management

Daylight Saving Time Causing_Jobs to Start an Hour Late

Patch Installation Failure Due to File Hash Validation Error

Patches Fail with System-Level Error Codes: Exit Code -2145124329
Patches Fail with System-Level Error Codes: Exit Code -2146498529
Patches Fail with System-Level Error Codes: Exit Code -2359302
Patches Fail with System-Level Error Codes: Exit Code -2147416390
Delaying Reboot After Deferments Are Completed




Policy Compliance

® Policy Compliance controls failing even when expected value is matching with actual value due to incorrect regex in Report
® Dashboard Toolbox — Unified Dashboard: 2025 Patch Tuesday (QID Based) Dashboard v1.0

® WAS : How to get rid of old vulnerability detections that are not found anymore

VM/VMDR

® Dashboard Toolbox — Unified Dashboard: 2025 Patch Tuesday (QID Based) Dashboard v1.0

WAS

® WAS : How to get rid of old vulnerability detections that are not found anymore

Explore More!
Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation | Video Library | Trainings | Blogs

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your feedback with us at ContentExperience@qualys.com.




