Content Newsletter

January 2026 Edition

Welcome to the January 2026 Content Newsletter

This monthly roundup brings you all new content from January - product documentation, blogs, videos, and KB articles. As we launch into a

new year of cybersecurity innovation, explore what's new and share feedback on future newsletter enhancements.

Product Documentation — Release Notes

29 release notes delivered for 22 releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk™ Platform Release 10.37

Endpoint Detection and Response 3.8.1

Enterprise TruRisk™ Platform Release 10.37 API

Endpoint Detection and Response 3.8.1 API

Enterprise TruRisk™ Platform 3.23.0.0-2

VMDR OT 1.4

Enterprise TruRisk™ Platform 3.23.0.0-2 API

Risk Management

Enterprise TruRisk™ Management 1.6

Risk Remediation

Custom Assessment and Remediation 2.7.1

Global AssetView/CyberSecurity Asset Management 3.7

Patch Management 3.11

Global AssetView/CyberSecurity Asset Management 3.7 API

Audit and Compliance Management

Policy Audit Release 1.7

Policy Audit Release 1.7 API

Appliance Security

TotalAppSec 2.5 | Web Application Scanning_1.25

Platform and Sensor Management

Cloud Agent Linux ARM 6.1.1

Cloud Agent Linux x86 64 7.3

Cloud Agent AWS Bottlerocket 5.0.3

Cloud Agent CoreOS 4.2.6

Cloud Agent PowerPC 3.21.1

Cloud Agent Linux on zSystems 3.31.1

Connector 2.14

Cloud Agent GCP Container Optimized OS 5.0.2

Connector 2.14 API

Physical Scanner Appliance 4.1

Cloud and Container Security

TotalCloud 2.21

Container Runtime Sensor 1.4.0



https://docs.qualys.com/en/vm/release-notes/qweb/release_10_37.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_8_1.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_37_api.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_8_1_api.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_23_0_0_2.htm
https://docs.qualys.com/en/vmdr-ot/release-notes/vmdr-ot/release_1_4.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_23_0_0_2_api.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_6.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_7_1.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_7.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_11.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_7_api.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_7.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_7_api.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_5_was_1_25.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_arm/release_6_1_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_intel/release_7_3.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aws_bottlerocket/release_5_0_3.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_coreos/release_4_2_6.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/power_pc/release_3_21_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/zlinux/release_3_31_1.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_14.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/gcp_cos/release_5_0_2.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_14_api.htm
https://docs.qualys.com/en/scanner/release-notes/physical_scanner/qpsa_4_1.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_21.htm
https://docs.qualys.com/en/cs-sensor/release-notes/crs/release_1_4_0.htm

TotalCloud 2.21 API Container Security Sensor 1.41.1

View all Release Notes

[ Content Enhancement ]

Content Collation
We've centralized all product documentation under specific locations for each product, ensuring quick access to everything you need.
Customer-Centric Benefits

- Find everything in one unified source designed for convenience.
- Navigate effortlessly without searching multiple documents.
- Get clear and concise information with no redundancy.

What Does It Include?

Comprehensive documentation, including Online Help, Landing Pages, APl User Guides, Release Notes, Knowledge Base Articles, Product-specific Video Libraries,
and much more!

This Month's Content Collation

Enterprise TruRisk
Management (ETM)

ETM

[ New Landing Pages ]

Welcome to

Q Qualys.

Welcome to

QO Qualys.

Container Security Help

Qualys Container Security (CS) provides continuous visibility, vulnera
environments across the build, deploy, and runtime stages.

Cloud Agent Help

A Cloud Agent is a lightweight software installed on assets and endpoints to deliver co
security assessments. It collects system data, identifies vulnerabilities, and enables fast
manual intervention.

Secure Containers from Build to Runtime
Discover the New Home of Cloud Agent Help

Explore our Container Security landing page to secure containers from build Explore our Cloud Agent landing page and deploy agents with ease:

to runtime:
e Secure onboarding with activation keys.

Detect and fix vulnerabilities early. Flexible deployment options.
e Ensure continuous compliance. e Centralized configuration and real-time monitoring.

e Self-updating protection for endpoints and servers.

e Protect workloads at runtime.

e Secure Kubernetes and Docker environments end-to-end.
Explore More

Explore More


https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_21_api.htm
https://docs.qualys.com/en/cs-sensor/release-notes/cs_sensor/release_1_41_1.htm
https://docs.qualys.com/en/cs-sensor/release-notes/crs/release_1_4_0.htm
https://docs.qualys.com/en/etm/latest/introduction/overview.htm
https://docs.qualys.com/en/cs/latest/about_qualys_cs.htm
https://docs.qualys.com/en/cs/latest/about_qualys_cs.htm
https://docs.qualys.com/en/ca/latest/welcome_ca.html
https://docs.qualys.com/en/ca/latest/welcome_ca.html

Content Collation Transformed

How Customers Learn

Structured documentation led to deeper engagement and faster self-service.
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More Views More Active Users More Pages Focused Engagement More Interactions
Explored

Why It Matters

QI
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Structured Less Time More Time Faster Self-Service Reduced Support
Learning Paths Searching Understanding Reliance
Easier to follow Quicker to Focused on Tasks completed Lower need for

information find answers learning independently assistance

Content collation didn't just increase traffic— it transformed
browsing into focused learning and faster self-service.

Scan To Discover What’s New In Content

Scan the QR code to get instant access to our What's New page:
Discover the latest enhancements, feature releases, collated content,
landing pages, and much more.

What's New in Content

Your Gateway To Content

Qualys Threat Research Updates

Revolution!


https://docs.qualys.com/en/content/enhancements/whats_new.html
https://docs.qualys.com/en/content/enhancements/whats_new.html

January 2026 This Month’'s Update

Threat

Vulnerabilities exploited
in the wild
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Newsletter

Stay informed to keep your Cybersecurity Predictions for 2026
systems secure and resilient

This Month's Top Critical Vulnerabilities, Cloud Misconfigurations, and OpenSSH

Cyber th eats are constantly evolving, making it essential for businesses to stay informed and proactive. This month's updates cover the latest
security threats, vulnerabilities, and attack trends that could affect your organization. Stay updated to protect your assets better and maintain a
strong security posture.

January - Threat Research Updates

Video of the Month: Qualys Wrapped 2025

Watch Qualys Wrapped 2025 video to find out how we transform your entire
year's security data into actionable insights.

Q Qualys.
To view your personalized year-end review video, click “2025 Wrapped" icon,

n available in the top-right corner of your VMDR application.
w W > I E D If you're not seeing it, please reach out to your TAM or mail at

support@qualys.com. For more information, read our blog here.

Your Year in Cywer misk Management.

ive in your dashboard

l ROCon 2025 Masterclass |

Dive deep into technical trainings from ROCon Houston & Mumbai 2025!

If you missed any ROCon trainings or wish to refresh your understanding, new and updated trainings are now available to you in our Video Library.

Here's a recap of training sessions

Technical Training Recap


https://docs.qualys.com/en/newsletters/threat-research-unit/tru-january-2026-newsletter.pdf
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-january-2026-newsletter.pdf
https://www.youtube.com/watch?v=YWSzfp78iu0
mailto:support@qualys.com
https://blog.qualys.com/product-tech/2026/01/15/your-vmdr-year-in-review-making-security-progress-visible-and-actionable
https://success.qualys.com/customersupport/s/video-library?product=rocon25
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Operate like an Expert
using Qualys Query

Language (QQL) and
Dashboards

9 Tarie Kausshik

Unlock the Power of the
Enterprise TruRisk™
Platform

B Jamin Kaushik

Streamline your
Implementation
using Qualys APIs

Scan Like a Pro: Best
Practices &
Troubleshooting

B, Jnremy Civer

Scan Like a Pro: Introduction Unlock the Power of the Enterprise QQL and Dashboards Qualys APIs
TruRisk™ Platform

Product Training Videos

Make sure to watch the latest published videos. They offer essential details about the product's features and functionality that you need to
understand.

New Video Series

Q Qualys

: . Vulnerability Management .
Compliance Foundations Foundations Technical Product Walkthroughs

Compliance Foundations Vulnerability Management Foundations Technical Product Walkthroughs

Updated Video Series

Q Qualys

TotalCloud Self-Paced Training

TotalCloud Self-Paced Training

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

View Upcoming Schedule

Qualys Blogs

Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality.

View the newly published 11 blogs, covering a variety of information from Product and Technical Perspectives to Vulnerabilities and Qualys Insights.

Qualys Insights

ROC vs. CTEM: How a Risk Operations Center Evolves Beyond Continuous Threat Exposure Cybersecurity Predictions for 2026 Signal the Maturation of Risk-First Security Models
Management in 2026



https://vimeo.com/showcase/11958825
https://vimeo.com/showcase/12013415?video=1144488423
https://qualys.sharepoint.com/_api/v2.1/shares/u!aHR0cHM6Ly9xdWFseXMuc2hhcmVwb2ludC5jb20vc2l0ZXMvUHJvZHVjdHMvVGVjaENvbnRlbnRFeHAvU2l0ZUFzc2V0cy9TaXRlUGFnZXMvQ29udGVudC1OZXdzbGV0dGVyLS0tSmFuMjAyNi0xc3REcmFmdC9STy0zLnBuZw/driveItem/thumbnails/0/c400x99999/content?prefer=noRedirect,extendCacheMaxAge&clientType=modernWebPart&format=webp
https://vimeo.com/showcase/12018821
https://vimeo.com/showcase/12081511
https://vimeo.com/showcase/12081509
https://vimeo.com/showcase/12083444
https://vimeo.com/showcase/11967806
https://www.qualys.com/training/#ilt-training
https://blog.qualys.com/qualys-insights/2026/01/30/roc-vs-ctem-how-a-risk-operations-center-evolves-beyond-continuous-threat-exposure-management-in-2026
https://blog.qualys.com/qualys-insights/2026/01/20/cybersecurity-predictions-2026-risk-first-security

Product and Technical

Top 10 Cloud Compliance Tools for Enterprise Security and Audit Readiness in 2026

How Public Container Registries Have Become a Silent Risk Multiplier in a Modern Supply.
Chain

Qualys Named a Leader and Outperformer in the 2025 GigaOm Radar for CNAPP

Why Serverless Risk Demands Identity-Aware Security at Cloud Scale

Agent Grant: From Identity Signals to Measurable Risk Reduction

Cloud Agent in 2025: A Year of Scale, Security, and Smarter Visibility,

VMDR

Your VMDR Year in Review: Making_Security Progress Visible and Actionable

Patch Tuesday

Microsoft and Adobe Patch Tuesday, January 2026 Security Update Review

Notifications

Knowledge Base Articles

Access our 1 3 Knowledge Base articles and 3 updated Cloud Agent Runbooks. A Runbook is a step-by-step guide that helps you gather required details for a
Qualys Support case, and perform basic health checks before contacting Support. This enables more efficient troubleshooting and faster resolution.

Updated Runbooks

Qualys Cloud Agent - Troubleshooting Runbook Qualys Cloud Agent False Positive/Negative Runbook

Data Required - CA - High Resource Usage (Linux/Mac)

Knowledge Base Articles

WAS/TAS

How to Configure Static Search Lists and Option Profiles to Exclude QIDs Scan Schedule Occurrence Limit in WAS/TAS - Technical Explanation of the 360-Occurrence Cap

How To Run Scan Only For Selected QIDs in Qualys WAS/TAS Traceroute Diagnostics in Ul/Scan report for WAS/TAS External Scans [QID 530030]

VM/VMDR

How OpenSSL QID Detections Work for All OpenSSL CVEs

Qualys Gateway Service

Why Qualys Gateway Service (QGS) Is Not Used for Linux OS Patch Caching

Cloud Agent

Collecting CPU, Memory, and Disk Usage Data for Qualys Cloud Agent on Linux

How Hostname |dentification Differs Between Cloud Agent, IP Scanner, and CSAM

How to find which user has made changes in activation key or Which user has enable/disabled

How to Configure Agent Provisioning Rules to Avoid Duplicate Cloud Agent Records

module for asset

How to Disable Cloud Agent Self-Protection Without Modifying Existing Profiles Resolving Grayed-Out Install Agent Option in Qualys Due to CA Activation Key Permissions

Configuring DigiCert Root Certificate Trust for Qualys on macOS

Explore More!
Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation | Video Library | Trainings | Blogs

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your feedback with us at ContentExperience@qualys.com.



https://blog.qualys.com/product-tech/2026/01/29/top-10-cloud-compliance-tools-for-enterprise-security-and-audit-readiness-in-2026
https://blog.qualys.com/product-tech/2026/01/22/public-container-registry-security-risks-malicious-images
https://blog.qualys.com/product-tech/2026/01/21/qualys-named-a-leader-and-outperformer-in-the-2025-gigaom-radar-for-cnapp
https://blog.qualys.com/product-tech/2026/01/15/serverless-security-risks-identity-ssrf-rce
https://blog.qualys.com/product-tech/2026/01/06/agent-grant-agentic-ai-identity-security
https://blog.qualys.com/product-tech/2026/01/06/cloud-agent-updates-2025
https://blog.qualys.com/product-tech/2026/01/15/your-vmdr-year-in-review-making-security-progress-visible-and-actionable
https://blog.qualys.com/vulnerabilities-threat-research/2026/01/13/microsoft-patch-tuesday-january-2026-security-update-review
https://notifications.qualys.com/policy-library/2026/01/30/policy-compliance-library-updates-january-2026
https://success.qualys.com/support/s/article/000008302
https://success.qualys.com/support/s/article/000006866
https://success.qualys.com/support/s/article/000006868
https://success.qualys.com/support/s/article/000008320
https://success.qualys.com/support/s/article/000008296
https://success.qualys.com/support/s/article/000008317
https://success.qualys.com/support/s/article/000008292
https://success.qualys.com/support/s/article/000008322
https://success.qualys.com/support/s/article/000008293
https://success.qualys.com/support/s/article/000008323
https://success.qualys.com/support/s/article/000008311
https://success.qualys.com/support/s/article/000008315
https://success.qualys.com/support/s/article/000008310
https://success.qualys.com/support/s/article/000008314
https://success.qualys.com/support/s/article/000008309
https://success.qualys.com/support/s/article/000008301
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/
mailto:contentexperience@qualys.com



