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Welcome to the July Edition of our Content Newsletter

Welcome to the Content Newsletter for July 2025. This monthly newsletter will provide a one-stop view of all content delivered (Product Documentation, Blogs, Videos, KB
Articles) this month. Please explore the content and let us know what more you want to see as part of this newsletter.

Product Documentation — Release Notes

36 release notes delivered for 22 releases for various Qualys Products




Infrastructure Security

Vulnerability Management, Detection and Response 2.5

Certificate View 4.5

Certificate View 4.5 API

Enterprise TruRisk™ Platform 3.21.1

Enterprise TruRisk™ Platform 3.21.1 API

Enterprise TruRisk™ Platform Release 10.35

Enterprise TruRisk™ Platform Release 10.35 API

Enterprise TruRisk Management 1.3.2

Enterprise TruRisk Management 1.3.2 API

Cloud and SaaS Security

TotalCloud 2.18

TotalCloud 2.18 API

Connector 2.11

Connector 2.11 API

Container Security 1.39 API

Container Security 1.39

Container Security Sensor 1.39

Cluster Sensor 1.2.1

Container Runtime Sensor 1.2.0

IT Operations

Qualys Flow 1.17

Patch Management 3.8

Patch Management 3.8 API

Custom Assessment and Remediation 2.6

Custom Assessment and Remediation 2.6 API

Compliance

Policy Audit Release 1.1.0 API

Policy Audit Release 1.1.0

File Integrity Monitoring 4.8

Application Security

File Integrity Monitoring 4.8 API

TotalAppSec 2.2 | Web Application Scanning_1.22

Sensor Management

Cloud Agent Application 2.3

Cloud Agent Application 2.3 API

Virtual Scanner Appliance Terraform Support 1.2

Cloud Agent AWS Bottlerocket 5.0.1-46

Cloud Agent GCP Container Optimized OS 5.0.1-48

Offline Scanner Appliance 2.2.3-14

Cloud Agent Windows 6.2

Utilities

Qualys Gateway Service 3.12



https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_vmdr_rn/vmdr/release_2_5.htm
https://docs.qualys.com/en/certview/release-notes/certview/release_4_5.htm
https://docs.qualys.com/en/certview/release-notes/certview/release_4_5_api.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_21_1.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_21_1_api.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_35.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_35_api.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_3_2.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_3_2_api.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_18.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_18_api.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_11.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_11_api.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_39_api.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_39.htm
https://docs.qualys.com/en/cs-sensor/release-notes/cs_sensor/release_1_39.htm
https://docs.qualys.com/en/cs-sensor/release-notes/cluster_sensor/release_1_2_1.htm
https://docs.qualys.com/en/cs-sensor/release-notes/crs/release_1_2_0.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_17.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_8.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_8_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_6.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_6_api.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_1_0_api.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_1_0.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_8.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_8_api.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_2_was_1_22.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_3.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_3_api.htm
https://docs.qualys.com/en/scanner/release-notes/terraform/qvsa_terraform_1_2.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aws_bottlerocket/release_5_0_1_46.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/gcp_cos/release_5_0_1_48.htm
https://docs.qualys.com/en/scanner/release-notes/offline_scanner/release_o_i_386_2_2_3_14.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/windows/release_6_2.htm
https://docs.qualys.com/en/qgs/release-notes/qgs/release_3_12.htm

Unified Dashboard 2.5 Unified Dashboard 2.4.1

[ Content Enhancement J

Content Collation

To elevate the customer experience, we've collated and centralized all product documentation for each specific product at a single place. This consolidation ensures quick and seamless access to
all the information you need.

Customers Centric Benefits

 Find everything you need in one place with a unified source for all product documentation, designed for your convenience.
« Navigate effortlessly and discover content quickly, without the hassle of searching through multiple documents.

« Get clear, concise information with no repetitive content, saving you time and ensuring a smoother experience.

What Does It Include?
The comprehensive product documentation includes Online Help, API User Guides, Release Notes, Knowledgebase Articles, and product-specific video libraries - all accessible from a single
location.

Quick Links to Collated Content

QualysFlow Product Documentation



https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_5.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_4_1.htm
https://www.qualys.com/documentation/release-notes/
Pratyush Paranjape
Stamp

https://docs.qualys.com/en/qflow/latest/getting_started/overview.htm

Product Training Videos

Make sure to watch the latest videos published. They offer essential details about the product's features and functionality that you need to understand.

New Video Libraries

Q Qualys

TotalAppS
TruRisk™ Eliminate otalAppSec

TruRisk Eliminate TotalAppSec

Qualys Threat Research Updates
This Month’s Top Critical Vulnerabilities, Cloud Misconfigurations, and OpenSSH
Cyber threats are constantly evolving, making it essential for businesses to stay
informed and proactive. This month's updates cover the latest security threats,

vulnerabilities, and attack trends that could affect your organization. Stay updated to
protect your assets better and maintain a strong security posture.

July - Threat Research Updates

JULY 2025 This Month'’s Update

Threat 6
Research

Newsletter -

Stay informed to keep your
systems secure and resilient

Vulnerabilities
exploited in the wild

Cloud misconfiguration
risk exposure



https://docs.qualys.com/en/newsletters/threat-research-unit/tru-july-2025-newsletter.pdf
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-july-2025-newsletter.pdf
Pratyush Paranjape
Stamp

https://success.qualys.com/customersupport/s/video-library?product=TE
https://success.qualys.com/customersupport/s/video-library?product=tas
Pratyush Paranjape
Stamp


Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

View Upcoming Schedule

Qualys Blogs

Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality.

View the newly published 13 blogs, covering a variety of information from Product and Technical Perspectives to Vulnerabilities and Qualys
Insights.

Notifications

The State of Cyber Risk 2025: Business Context Needed From Exposure Whack-a-Mole to Autonomous Cyber Risk Management: Meet Agentic Al on the
Qualys Platform

Unpacking Qualys Agentic Al: Technical Insights into Its Architecture and Capabilities

Product and Technical

Securing_Cloud Al and LLMs with TotalAl for Visibility, Risk Context and Control Smarter ITSM Automation with ServiceNow Integration

Understanding_the Impact of Scattered Spider on the Airline & Transportation Industry Achieving Zero-Disruption Patch Management with Qualys’ Latest Capabilities
Qualys Named as a Major Player in the IDC MarketScape: Worldwide Cloud-Native Application Qualys Named an Overall Leader in CNAPP by KuppingerCole

Protection Platform, 2025

Vulnerabilities and Threat Research

Fortifying_Your Cloud Against Cross-Service Confused Deputy Attacks ToolShell Zero-day: Microsoft Rushes Emergency Patch for Actively Exploited SharePoint Vulnerabilities

Understanding_the Impact of Scattered Spider on the Airline & Transportation Industry Oracle Critical Patch Update, July 2025 Security Update Review



https://www.qualys.com/training/#ilt-training
https://blog.qualys.com/qualys-insights/2025/07/14/state-of-cyber-risk-2025-research-report
https://blog.qualys.com/product-tech/2025/08/04/from-exposure-whack-a-mole-to-autonomous-cyber-risk-management-meet-agentic-ai-on-the-qualys-platform
https://blog.qualys.com/product-tech/2025/08/04/from-exposure-whack-a-mole-to-autonomous-cyber-risk-management-meet-agentic-ai-on-the-qualys-platform
https://blog.qualys.com/product-tech/2025/08/04/unpacking-qualys-agentic-ai-technical-insights-into-its-architecture-and-capabilities
https://blog.qualys.com/product-tech/2025/07/28/cloud-ai-llm-inventory-risk-management-totalai
https://blog.qualys.com/product-tech/2025/07/21/smart-itsm-automation-vulnerability-management
https://blog.qualys.com/product-tech/2025/07/21/understanding-the-impact-of-scattered-spider-on-the-airline-transportation-industry
https://blog.qualys.com/product-tech/2025/07/10/qualys-patch-management-introduces-precondition-checks-job-chaining
https://blog.qualys.com/product-tech/2025/07/07/qualys-named-as-a-major-player-in-the-idc-marketscape-worldwide-cloud-native-application-protection-platform-2025
https://blog.qualys.com/product-tech/2025/07/07/qualys-named-as-a-major-player-in-the-idc-marketscape-worldwide-cloud-native-application-protection-platform-2025
https://blog.qualys.com/product-tech/2025/07/01/qualys-named-an-overall-leader-in-cnapp-by-kuppingercole
https://blog.qualys.com/vulnerabilities-threat-research/2025/07/24/fortifying-your-cloud-against-cross-service-confused-deputy-attacks
https://blog.qualys.com/vulnerabilities-threat-research/2025/07/21/toolshell-zero-day-microsoft-rushes-emergency-patch-for-actively-exploited-sharepoint-vulnerabilities
https://blog.qualys.com/product-tech/2025/07/21/understanding-the-impact-of-scattered-spider-on-the-airline-transportation-industry
https://blog.qualys.com/vulnerabilities-threat-research/2025/07/16/oracle-critical-patch-update-july-2025-security-update-review
https://blog.qualys.com/

Knowledgebase Articles

Go through the recently published Knowledgebase (KB) articles by technical experts, which provide valuable information on troubleshooting, installation, configuration, and more.

Access the recently published 32 KB articles on a variety of products and their functionalities.

VM/VMDR

¢ How to Retrieve 'First Detected Date' for a QID Using Host List Detection API

* Qualys Scanners deployed using Azure VMSS (Virtual Machine Scale Sets) are not working

* Splunk-TA Application APl User Account Continuously Deactivates Post Password Reset

® Power Bl Error: Unable to Connect - Troubleshooting Guide

® Procedure for Changing_Password via API

* Detection of QID 38739 (Deprecated SSH Cryptographic Settings),

* Detection Logic for QID 38909 (SHA1 Deprecated Setting_for SSH)

* In-Depth Explanation of Detection Logic for QID 118044 — AdminSystem ANSMTP SMTP Component Buffer Overflow Vulnerability.

GAV/CSAM

* How to bulk tag_assets without dynamic tagging

* Are QGS and CAMS appliance images the same?

* Why Time-Based Dynamic Tagging Does Not Work

® Understanding How Tags are Applied to Assets

* Unable to Purge Assets After Role Change to Manager

* Understanding_Visual Studio Code End of Support Timelines Under Microsoft's Modern Lifecycle Policy and how EOL/EOS dates are displayed on Qualys UL

* Understanding_Last User Login Data Collection by Qualys Agents

® DNS Sinkhole Issue: EASM discovered asset with Private IP

® Qualys to BMC sync operation failed due to 403 Forbidden (ERROR: You have no access to form)

* Asset Count Mismatch between Qualys CertView and CSAM



https://success.qualys.com/support/s/article/000008081
https://success.qualys.com/support/s/article/000008057
https://success.qualys.com/support/s/article/000008051
https://success.qualys.com/support/s/article/000008048
https://success.qualys.com/support/s/article/000008046
https://success.qualys.com/support/s/article/000007997
https://success.qualys.com/support/s/article/000007996
https://success.qualys.com/support/s/article/000007985
https://success.qualys.com/support/s/article/000008022
https://success.qualys.com/support/s/article/000008018
https://success.qualys.com/support/s/article/000008013
https://success.qualys.com/support/s/article/000007995
https://success.qualys.com/support/s/article/000007987
https://success.qualys.com/support/s/article/000007984
https://success.qualys.com/support/s/article/000007981
https://success.qualys.com/support/s/article/000007980
https://success.qualys.com/support/s/article/000007979
https://success.qualys.com/support/s/article/000007977

Patch Management

* Disable Automatic Windows Updates Through GPO

® Patch Now button not showing_up on Asset with same OS version

* Visibility to other user's Patch Jobs

Qualys Gateway Service

* Are QGS and CAMS appliance images the same?

* Using_a Patch Management Pre-action to set the Qualys Gateway Service (QGS)_Proxy_on Windows Cloud Agents

* QGS GCP: VM Deployment in asia-south1-a Defaults to asia-east1 or Shows Extra Region

Cloud Agent

¢ |f Mac agent continues to open / interrupts other Applications

¢ Cloud Agent - Agent auto update not working with Agent version control profile enforced

TotalAl

® Assets without GPUs appear in Total Al module

* Asset with GPU does not appear in Total Al module

Web Application Scanning

* Upgrade your virtual scanner image from Legacy to NextGen Qualys Virtual Scanners

* |mprovements to "Test Authentication" scan in Web Application Scans

Explore More!
Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation | Video Library | Trainings | Blogs

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your feedback with us at ContentExperience@qualys.com.



https://success.qualys.com/support/s/article/000008023
https://success.qualys.com/support/s/article/000008002
https://success.qualys.com/support/s/article/000007991
https://success.qualys.com/support/s/article/000008018
https://success.qualys.com/support/s/article/000008003
https://success.qualys.com/support/s/article/000008001
https://success.qualys.com/support/s/article/000007983
https://success.qualys.com/support/s/article/000007982
https://success.qualys.com/support/s/article/000007989
https://success.qualys.com/support/s/article/000007988
https://success.qualys.com/support/s/article/000008021
https://success.qualys.com/support/s/article/000008004
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/
https://qualys.com/






