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Welcome to the Content Experience Newsletter

Discover the latest technical content released in July, including product documentation,
release notes, research insights, training videos, and knowledge base articles. This
monthly update helps you stay informed about new platform capabilities,

documentation updates, and security insights across the Qualys ecosystem.
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Product Documentation - Release Notes

31 Release Notes Delivered for 26 Releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk™ Platform Release VMDR Release 2.12
10.39.1

Enterprise TruRisk™ Platform Release EDR Release 3.8.3
10.39.1 API

Enterprise TruRisk™ Platform Release
3.24.1


https://docs.qualys.com/en/vm/release-notes/qweb/release_10_39_1.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_vmdr_rn/vmdr/release_2_12.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_39_1_api.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_8_3.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_24_1.htm

Risk Management

Enterprise TruRisk Management
Release 1.11

Application Security

TotalAppSec Release 2.9 | Web
Application Scanning Release 1.29

TotalAppSec Release 2.9 | Web

Application Scanning Release 1.29 API

Risk Remediation

Patch Management Release 4.0

Patch Management Release 4.0 API

Custom Assessment and Remediation
Release 2.9.1

CyberSecurity Asset
Management/Global AssetView
Release 3.7.2.0

CyberSecurity Asset
Management/Global AssetView
Release 3.7.2.0 API

Platform and Sensor Management

Cloud Agent for MacOS Apple Silicon
Release 6.5

Qualys SwCA Scanner for Linux 1.4.1
Cloud Agent for AWS Bottlerocket ARM
Release 6.0.3-57

TotalCloud Release 2.26

TotalCloud Release 2.26 API
Unified Dashboard Release 2.14.1

Network Passive Sensor Release 2.5

Cloud Agent for MacOS Intel Release
6.4

Qualys Cloud Agent for AWS
Bottlerocket Release 5.0.3-35

Qualys Cloud Agent for GCP Container
Optimized OS Release 5.0.2-22

Qualys Cloud Agent for Redhat
Enterprise Linux CoreOS Release
4.2.7-18

Qualys Flow Release 1.23

Unified Dashboard Release 2.14.2

Virtual Scanner Appliance 4.2

Cloud and Container Security

QScanner Release 5.1.0

Connector Release 2.19

Audit and Compliance Management

Policy Audit Release 1.13

Policy Audit Release 1.13 API


https://docs.qualys.com/en/etm/release-notes/etm/release_1_11.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_9_was_1_29.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_9_was_1_29_api.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_4_0.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_7_2.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_4_0_api.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_7_2_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_9_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/macos_apple_silicon/release_6_5.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/macos_intel/release_6_4.htm
https://docs.qualys.com/en/ca/release-notes/swca/linux/release_1_4_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aws_bottlerocket/release_5_0_3_35.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aws_bottlerocket_arm/release_6_0_3_57.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_coreos/release_4_2_7_18.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_26_api.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_coreos/release_4_2_7_18.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_26_api.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_23.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_14_1.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_14_2.htm
https://docs.qualys.com/en/ps/release-notes/ps/release_2_5.htm
https://docs.qualys.com/en/scanner/release-notes/virtual_scanner/release_4_2.htm
https://docs.qualys.com/en/qscanner/release-notes/qscanner/release_5_1_0.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_19.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_13.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_13_api.htm

View all Release Notes

I Introducing: Agent Insta
Q Qualys. Scanless Detection, At Machine Speed
I t As exploits weaponize in hours, not days, Agent
ns @can Insta detects exposure within minutes of
Scanless Scanning disclosure, no scans, no waiting.
That Detects at the Speed of Disclosure
qualys.com/instascan WatCh Video
I Watch Video: Patch Tuesday July
@ Patch by Risk, Not Volume
Qualys. July's record 570 CVEs decoded. See how Al-
Patch Tuesday Webinar accelerated discovery and TruRisk™
prioritization help you fix what matters most first.
Watch Video
July, 2026

Subscribe to our channel

Video Highlight: Qualys Breaks Down FortiGate Threat

FortiBleed: Beyond the Patch

Watch our video breaking down FortiBleed: how

@ stolen, reused credentials, not a zero-day,
Patched But Still Hacked? .
GUalys Brésics Dowr the FomiGate Threat breached FortiGate and SSL VPN portals, and

the steps to detect, validate, and remediate
exposure fast.

—

Watch Video
Read Blog

Content Enhancements

This month, you'll find three new product landing pages that provide product

overviews, key features, and workflows, making them the perfect starting point for you.


https://www.qualys.com/documentation/release-notes
https://www.youtube.com/shorts/kD2pXnAg7fQ
https://www.youtube.com/shorts/kD2pXnAg7fQ
https://www.youtube.com/shorts/eFqj_ZmuXUA
https://www.youtube.com/shorts/eFqj_ZmuXUA
https://www.youtube.com/channel/UCUHW9oR4Ti3nxIgVwln2KuA
https://www.youtube.com/shorts/Cs2J_VHv8e0
https://www.youtube.com/shorts/Cs2J_VHv8e0
https://blog.qualys.com/vulnerabilities-threat-research/2026/07/08/fortibleed-fortigate-credential-reuse-internet-exposed

Welcome to

Q Qualys.

Out-of-Band Configuration Assessment (OCA) Help

OCA Landing Page

Discover our enhanced OCA help center
designed for seamless navigation. Access
everything from getting-started guidance to
essential resources through an intuitive,
user-friendly interface built for you.

Explore More

GAV Landing Page

Decode Global AssetView effortlessly with

our newly launched help center. Discover
streamlined guidance, intuitive design, and
everything you need to get started, all in one
place.

Explore More

Welcome to

Q Qualys

File Integrity Monitoring (FIM) Help

FIM Landing Page

Navigate File Integrity Monitoring
effortlessly with our newly launched help
center. Discover streamlined guidance,
intuitive design, and everything you need to
get started, all in one place

Explore More



https://docs.qualys.com/en/oca/latest/about_oca.htm
https://docs.qualys.com/en/oca/latest/about_oca.htm
https://docs.qualys.com/en/fim/latest/about_qualys_fim.htm
https://docs.qualys.com/en/fim/latest/about_qualys_fim.htm
https://docs.qualys.com/en/gav/latest/about_gav.htm
https://docs.qualys.com/en/gav/latest/about_gav.htm

Watch Release Notes Summary Videos

Catch up on all release note summary videos published this July, all in one place!

©

Qualys
TotalCloud
Release 2.25

Qualys TotalCloud Release 2.25

This summary video gives a quick look at
four key updates: FlexScan for GCP, deeper
Azure identity visibility, Delta Sync for AWS,
and Al workload security.

Explore More

©

Qualys
TotalCloud
Release 2.26

Qualys TotalCloud Release 2.26

With this summary video, explore the new
Multi-Cloud Inventory Overview, TruRisk
Insights Catalog, and keyless Workload
Identity Federation for GCP.

Explore More

// Qualys \
f Vulnerability Management \
‘-,‘ Release 10.39.1 |
\ Policy Audit Release 1.13 A

Qualys Vulnerability Management
10.39.1 and Policy Audit 1.13

Key highlights include On-Host Script
Execution with PowerShell fallback,

expanded NSX vault support, and new PCA
Control List API for audit commands.

Explore More

Qualys

Container Security
Release 1.44

Qualys Container Security Release
Summary 1.44

Discover AWS Lambda Function Scanning
for serverless workloads, Code Repository
Scanning for shift-left security, new Al and
MCP insights with attack paths & more.

Explore More

Scan To Discover What's New In Content


https://www.youtube.com/watch?v=d29rbqTL-3g
https://www.youtube.com/watch?v=d29rbqTL-3g
https://www.youtube.com/watch?v=iYTBKHWZ1sU
https://www.youtube.com/watch?v=iYTBKHWZ1sU
https://www.youtube.com/watch?v=BdUtxZl7wYA
https://www.youtube.com/watch?v=BdUtxZl7wYA

Check our updated What's New page, featuring newly published landing pages, Patch
Tuesday July video, new Release Notes summary videos, newsletters, & more, all in

one place!

Qualys Threat Research Updates

July 2026 This Month's Update

Threat ResearCh Vulnerabilities
Newsletter exploited in the wild

Stay informed to keep your systems secure
and resilient Cloud

misconfiguration risk
exposure

RefluXFS: A Linux Kernel
Local Privilege Escalation to
Root in XFS (CVE-2026-
64600)

July: Threat Research Updates

New Training Video Series



https://docs.qualys.com/en/content/enhancements/whats_new.html
https://docs.qualys.com/en/content/enhancements/whats_new.html
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-july-2026-newsletter.pdf
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-july-2026-newsletter.pdf

Q OQualys.

Watch new videos to simplify VMDR
Onboarding

New Self-Paced Courses

Advance your Qualys skills with self-paced courses designed to fit your schedule and

goals.

Q Qualys Q OQualys.

TruRisk™ Eliminate

Learn to use TruRisk™ Eliminate at your Get complete training on VMDR
own pace Onboarding

Blogs

Check out the 21 newly published blog articles covering topics ranging from product
features to vulnerabilities and policy updates.

Qualys Insights

The Sub-10-Minute Cloud Takeover: How Is Your Security Program Ready for Al-
Exposed IAM Keys, Misconfiguration and Speed Application Exploitation?

Al Are Rewriting the Rules of Cloud

Breaches

How to Meet a 3-Day Remediation SLA & When Al-Accelerated Discovery Outruns
Comply with CISA BOD 26-04 Patching, Exploitability Proof Decides
What Gets Fixed First

Operationalizing Day Minus Seven: The Is Your AppSec Program Built to Close the
Cloud-Native ROC OWASP Top 10 2025 Coverage Gap?


https://success.qualys.com/customersupport/s/video-library?product=vmdr-onboarding
https://www.qualys.com/training/course/trurisk-eliminate
https://qualys.sumtotal.host/core/pillarRedirect?relyingParty=LM&url=app%2Fmanagement%2FLMS_ActDetails.aspx%3FActivityId%3D160%26UserMode%3D0
https://blog.qualys.com/product-tech/2026/07/27/the-sub-10-minute-cloud-takeover-how-exposed-iam-keys-misconfiguration-and-ai-are-rewriting-the-rules-of-cloud-breaches
https://blog.qualys.com/qualys-insights/2026/07/20/public-facing-application-attacks-initial-access-vector
https://blog.qualys.com/product-tech/2026/07/09/cisa-bod-26-04-3-day-remediation-sla
https://blog.qualys.com/qualys-insights/2026/07/08/qualys-joins-chainguard-athena-turning-coalition-scale-findings-into-validated-action
https://blog.qualys.com/product-tech/2026/07/08/cloud-roc-day-minus-seven-etm
https://blog.qualys.com/product-tech/2026/07/06/owasp-top-10-2025-appsec-coverage-gap

Product Tech

Say Hello to Agent Insta: Closing the Agent Val Now Validates the Entire Attack
Detection Gap in Exposure Management Surface: From Network to Host
at Machine Speed

Zero-Day Remediation Meets Operational Operationalize Al Governance Across
Resiliency Shadow GenAl, MCP, and Agentic
Workloads with Qualys TotalAl
Qualys Expands Serverless Security with Manual Patching Can’t Outrun Al.
Vulnerability Scanning for AWS Lambda Automated Remediation Can.

Top Five Compliance Audit Software and How Qualys ETM Identity Detects Identity-
Tools: Mastering Modern Regulatory Risk Based Attacks Faster

Qualys Joins Cisco Cloud Control Studio
as a Launch Partner to Bring Risk
Intelligence to Agentic Operations

Patch Tuesday

Oracle Critical Patch Update, July 2026 Microsoft and Adobe Patch Tuesday, July
Security Update Review 2026 Security Update Review

Vulnerabilities & Threat Research

RefluXFS: A Linux Kernel Local Privilege CVE-2026-8933: Local Privilege
Escalation to Root in XFS (CVE-2026- Escalation in Set-Capabilities snap-confine
64600)

FortiBleed: Credential Reuse, Legacy
Hashes, and the Risk of Internet-Exposed
FortiGate Devices

Notifications

Policy Compliance Library Updates, July
2026

Knowledge Base Articles

Access the 8 recently published KB articles covering various products and
functionalities.

VM/VMDR

Notification Email Set Up and Behavior for
SAML/SSO-Enabled Subscription and
Non-SAML/SSO-Enabled Subscription

Cloud Agent


https://blog.qualys.com/product-tech/2026/08/03/instascan-agent-insta-scanless-detection
https://blog.qualys.com/product-tech/2026/08/03/truconfirm-cloud-agent-endpoint-exploit-validation
https://blog.qualys.com/product-tech/2026/08/03/zero-day-remediation-operational-resiliency-trurisk-eliminate
https://blog.qualys.com/product-tech/2026/07/29/ai-governance-evidence-gap-totalai
https://blog.qualys.com/product-tech/2026/07/27/aws-lambda-vulnerability-scanning-serverless-security
https://blog.qualys.com/product-tech/2026/07/21/ai-vulnerability-discovery-automated-remediation
https://blog.qualys.com/product-tech/2026/07/20/top-compliance-audit-software-tools
https://blog.qualys.com/product-tech/2026/07/14/how-qualys-etm-identity-detects-responds-to-identity-based-attacks
https://blog.qualys.com/product-tech/2026/07/07/qualys-cisco-cloud-control-studio-launch-partner
https://blog.qualys.com/vulnerabilities-threat-research/2026/07/22/oracle-critical-patch-update-july-2026-security-update-review
https://blog.qualys.com/vulnerabilities-threat-research/2026/07/14/microsoft-and-adobe-patch-tuesday-july-2026-security-update-review
https://blog.qualys.com/vulnerabilities-threat-research/2026/07/22/refluxfs-a-linux-kernel-local-privilege-escalation-to-root-in-xfs-cve-2026-64600
https://blog.qualys.com/vulnerabilities-threat-research/2026/07/21/cve-2026-8933-snap-confine-local-privilege-escalation
https://blog.qualys.com/vulnerabilities-threat-research/2026/07/08/fortibleed-fortigate-credential-reuse-internet-exposed
https://notifications.qualys.com/notifications/2026/08/03/policy-compliance-library-updates-july-2026
https://success.qualys.com/support/s/article/000008623

Cloud Agent Connectivity Error 12175 and Windows Cloud Agent Unable to Connect
Patch Download Failure Due to Certificate to Qualys Through PAC Proxy
Revocation Check Failure

Qualys Cloud Agent on Installation Issues
Caused by Using an Incorrect Package
Type on Solaris

TruRisk Eliminate

TruRisk Licenses Required for Mitigation
Job.

Qualys Gateway Service

How Does the QGS Determine What
Should Be Deleted From the Cache?

Enterprise TruRisk Management (ETM)

TruConfirm Results and QVSS Behavior in
ETM, VMDR, and CSAM

Patch Management

Locked Asset When Deferment Is Enabled
in Patch Job — Expected Behavior

Explore More!
Discover more resources and product updates from Qualys.

Release Notes | Documentation | Video Library | Trainings | Blogs

Have feedback or suggestions? Write to us at Dochelpdesk@Qualys.com

@ Qualys

This email is generated through Qualys, Inc.'s use of proprietary software and may contain content that is
controlled by Qualys, Inc.


https://success.qualys.com/support/s/article/000008634
https://success.qualys.com/support/s/article/000008614
https://success.qualys.com/support/s/article/000008611
https://success.qualys.com/support/s/article/000008625
https://success.qualys.com/support/s/article/000008633
https://success.qualys.com/support/s/article/000008632
https://success.qualys.com/support/s/article/000008613
https://www.qualys.com/documentation/release-notes
https://qualys.com/documentation
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training
https://blog.qualys.com/
Dochelpdesk@Qualys.com



