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Welcome to the June Edition of our Content Newsletter

Welcome to the Content Newsletter for June 2025. This monthly newsletter will provide a one-stop view of all content delivered (Product Documentation, Blogs, Videos, KB
Articles) this month. Please explore the content and let us know what more you want to see as part of this newsletter.

Product Documentation — Release Notes

36 release notes delivered for 22 releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk Management 1.3.1

Enterprise TruRisk Management 1.3.1 API

Enterprise TruRisk Management 1.3

Enterprise TruRisk Management 1.3 API

Certificate View 4.4

Certificate View 4.4 API

Enterprise TruRisk™ Platform Release 10.34.1 (VM,_PC)

Enterprise TruRisk™ Platform Release 10.34.1 APl (VM, PC)

VMDR OT 1.2.1 API

i

Cloud and SaaS Security

VMDR OT 1.2.1

TotalCloud 2.17

TotalCloud 2.17 API

Connector 2.10

Connector 2.10 API

1

Qualys Flow 1.16

Asset Management

Qualys Flow 1.16 API

Global AssetView/CyberSecurity Asset Management 3.5.1

Global AssetView/CyberSecurity Asset Management 3.5.1 API

EEE——

IT Operations

Patch Management 3.7

Patch Management 3.7 API

Custom Assessment and Remediation 2.5.2 API

Custom Assessment and Remediation 2.5.2

Compliance

File Integrity Monitoring 4.7 API

File Integrity Monitoring 4.7

Security Operations

Endpoint Detection and Response 3.7.1

Endpoint Detection and Response 3.7.1 API

Endpoint Detection and Response 3.7.2

Application Security

TotalAl 1.4

TotalAl 1.3

TotalAppSec 2.1

Web Application Scanning_1.21

Sensor Management

Cloud Agent Linux x86_64 7.2

Cloud Agent Application 2.2

Virtual Scanner Appliance 4.1: Nutanix | OpenStack

Cloud Agent AIX 4.20.2-3



https://docs.qualys.com/en/etm/release-notes/etm/release_1_3_1.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_3_1_api.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_3.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_3_api.htm
https://docs.qualys.com/en/certview/release-notes/certview/release_4_4.htm
https://docs.qualys.com/en/certview/release-notes/certview/release_4_4_api.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_34_1.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_34_1_api.htm
https://docs.qualys.com/en/vmdr-ot/release-notes/vmdr-ot/release_1_2_1_api.htm
https://docs.qualys.com/en/vmdr-ot/release-notes/vmdr-ot/release_1_2_1.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_17.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_17_api.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_10.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_10_api.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_16.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_16_api.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_5_1.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_5_1_api.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_7.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_7_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_5_2_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_5_2.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_7_api.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_7.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_7_1.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_7_1_api.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_7_2.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_1_4.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_1_3.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/release_2_1.htm
https://docs.qualys.com/en/was/release-notes/web_application_scanning/release_1_21.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_intel/release_7_2.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_2.htm
https://docs.qualys.com/en/scanner/release-notes/virtual_scanner/release_4_1_69_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aix/release_4_20_2_3.htm

Utilities

Unified Dashboard 2.4

View all Release Notes

Content Enhancement \

Content Collation

To elevate the customer experience, we've collated and centralized all product documentation for each specific product at a single place. This consolidation ensures quick and seamless access to

all the information you need.

Customers Centric Benefits

 Find everything you need in one place with a unified source for all product documentation, designed for your convenience.
» Navigate effortlessly and discover content quickly, without the hassle of searching through multiple documents.
« Get clear, concise information with no repetitive content, saving you time and ensuring a smoother experience.

What Does It Include?
The comprehensive product documentation includes Online Help, APl User Guides, Release Notes, Knowledgebase Articles, and product-specific video libraries - all accessible from a single

location.

Quick Links to Collated Content

. File Integrity Monitoring Product : CyberSecurity Asset Management Product - SaaS Detection and Response Product
Documentation Documentation Documentation

New TotalAppSec Video Library Released

Learn the core features of Qualys TotalAppSec as well as best practices to effectively build a Web Application and API security program for your organization.

New Video Libraries

TotalAppSec

TotalAppSec

Qualys Threat Research Updates JUNE 2025 This Month's Update

Threat

This Month’s Top Critical Vulnerabilities, Cloud Misconfigurations, and OpenSSH 6 Vulnerabilities exploited

in the wild

Cyber threats are constantly evolving, making it essential for businesses to stay
informed and proactive. This month's updates cover the latest security threats,
vulnerabilities, and attack trends that could affect your organization. Stay updated to
protect your assets better and maintain a strong security posture.

Research 9 Q) S iscromio

risk exposure

Newsletter

Stay informed to keep your

systems secure and resilient

LPE Flaws discovered by
Qualys TRU

June - Threat Research Updates


https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_4.htm
https://www.qualys.com/documentation/release-notes/
https://docs.qualys.com/en/newsletter/2025/qualys_threat_research_newsletter_april2025.pdf
https://docs.qualys.com/en/newsletter/2025/qualys_threat_research_newsletter_june2025.pdf
https://success.qualys.com/customersupport/s/video-library?product=tas
https://docs.qualys.com/en/saasdr/latest/saasdr_introduction/overview.htm
https://docs.qualys.com/en/csam/latest/get_started/csam_overview.htm
https://docs.qualys.com/en/fim/latest/get_started/get_started.htm
https://docs.qualys.com/en/newsletter/2025/qualys_threat_research_newsletter_june2025.pdf

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

View Upcoming Schedule

Qualys Blogs

Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality. View the newly published 13 blogs, covering a variety of information from Product and Technical
Perspectives to Vulnerabilities and Qualys Insights.

Product and Technical

From Eliminating Risk: What's new in TruRisk™ Eliminate and Patch Management Building Resilient Software Supply Chains: Inside the Enhanced Qualys Software Composition Analysis
Qualys TotalCloud Wins "Best Cloud Security Product” at 2025 SC Awards Europe Qualys VMDR Wins at 2025 SC Awards Europe for Best Vulnerability Management Solution
Qualys Recognized as The Leader in Attack Surface Management by KuppingerCole Ensure PCl 4.0 Readiness with File Integrity Monitoring for Containers

Vulnerabilities and Threat Research

Lessons from Qilin: What the Industry’s Most Efficient Ransomware Teaches Us Qualys TRU Uncovers Chained LPE: SUSE 15 PAM to Full Root via libblockdev/udisks

Microsoft and Adobe Patch Tuesday, June 2025 Security Update Review

Notifications

Qualys TotalCloud 2.17.0 Release Updates Qualys Enterprise TruRisk™ Platform (EDR Release 3.7.1) APl Notification

Knowledgebase Articles

Go through the recently published Knowledgebase (KB) articles by technical experts, which provide valuable information on troubleshooting, installation, configuration, and more. Access the recently published 11 KB
articles on a variety of products and their functionalities.

VM/VMDR

® Physical Scanner Appliance show error "LAN has no DNS servers" on LCD screen

* QID 105936 - OpenSSH Command Injection- Detection Analysis on Red Hat Linux Server version 7

* Qualys Jira Integration “"config.json file permission denied error”

e Why RTI Values in the Qualys Ul and Exported Reports May Look Different

® Understanding QID 38794 (SSL/TLS Server Supports TLSv1.1)_ & QID 38628 (SSL/TLS Server Supports TLSv1.0)

* Understanding QID 38863 — Weak SSL/TLS Key Exchange

GAV/CSAM

* Hardware Lifecycle Status — Understanding EOS in CSAM Ul

® Explanation of "Estimated” End of Life (EOL)_and End of Support (EOS)_Dates in CSAM UI.

Patch Management

* Adobe Acrobat Update Failure - Error Code 1646: "The Program Can't Update Itself"

* Importing_asset error when creating_a patch job

Qualys Gateway Service

* Why SSL Inspection Must Be Disabled for QGS Communication



https://www.qualys.com/training/#ilt-training
https://blog.qualys.com/product-tech/2025/06/16/qualys-vmdr-wins-at-2025-sc-awards-europe-for-best-vulnerability-management-solution
https://blog.qualys.com/product-tech/2025/06/16/building-resilient-software-supply-chains-with-qualys-swca
https://blog.qualys.com/product-tech/2025/06/16/qualys-totalcloud-wins-best-cloud-security-product-at-2025-sc-awards-europe
https://blog.qualys.com/product-tech/2025/06/16/qualys-vmdr-wins-at-2025-sc-awards-europe-for-best-vulnerability-management-solution
https://blog.qualys.com/product-tech/2025/06/05/qualys-recognized-as-the-leader-in-attack-surface-management-by-kuppingercole
https://blog.qualys.com/product-tech/2025/06/05/ensure-pci-4-0-readiness-with-integrated-file-monitoring-for-containers
https://blog.qualys.com/vulnerabilities-threat-research/2025/06/18/qilin-ransomware-explained-threats-risks-defenses
https://blog.qualys.com/vulnerabilities-threat-research/2025/06/17/qualys-tru-uncovers-chained-lpe-suse-15-pam-to-full-root-via-libblockdev-udisks
https://blog.qualys.com/vulnerabilities-threat-research/2025/06/10/microsoft-and-adobe-patch-tuesday-june-2025-security-update-review
https://notifications.qualys.com/misc/2025/06/12/qualys-totalcloud-2-17-0-release-updates
https://notifications.qualys.com/api/2025/06/11/qualys-enterprise-trurisk-platform-edr-release-3-7-1-api-notification
https://blog.qualys.com/
https://success.qualys.com/support/s/article/000007969
https://success.qualys.com/support/s/article/000007944
https://success.qualys.com/support/s/article/000007942
https://success.qualys.com/support/s/article/000007933
https://success.qualys.com/support/s/article/000007911
https://success.qualys.com/support/s/article/000007910
https://success.qualys.com/support/s/article/000007916
https://success.qualys.com/support/s/article/000007914
https://success.qualys.com/support/s/article/000007968
https://success.qualys.com/support/s/article/000007929
https://success.qualys.com/support/s/article/000007912

Explore More!

Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation | Video Library | Trainings | Blogs

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your feedback with us at ContentExperience@qualys.com.


https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/
https://qualys.com/



