Content Newsletter
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Welcome to the March Edition of our Content Newsletter

Welcome to the Content Newsletter for March 2025. This monthly newsletter will provide a one-stop view of all content delivered (product documentation, blogs, videos, KB articles)
this month. Please explore the content and let us know what more you want to see as part of this newsletter.

Product Documentation = Release Notes

14 release notes delivered for 9 releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk Management 1.2 API Enterprise TruRisk™ Platform 10.32.2 API
Enterprise TruRisk Management 1.2 Enterprise TruRisk™ Platform 10.32.2

Certificate View 4.2

Cloud and SaaS Security

TotalCloud 2.15 Container Security Sensor 1.37

TotalCloud 2.15 API Container Security 1.37 API

Container Security 1.37_



https://docs.qualys.com/en/etm/release-notes/etm/release_1_2_api.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_2.htm
https://docs.qualys.com/en/certview/release-notes/certview/release_4_2.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_32_2_api.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_32_2.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_15.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_15_api.htm
https://docs.qualys.com/en/cs-sensor/release-notes/cs_sensor/release_1_37.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_37_api.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_37.htm

Asset Management

Global AssetView/CyberSecurity Asset Management 3.4

IT Operations

Patch Management 3.4_

Security Operations

Endpoint Detection and Response 3.6.1-

Sensor Management

Connector 2.8_

View all Release Notes

Product Documentation

Content Collation

To elevate the customer experience, we've collated and centralized all product documentation for each specific product at a single place. This consolidation ensures quick and seamless access to all the information you need.

Customers Centric Benefits
+ Find everything you need in one place with a unified source for all product documentation, designed for your convenience.
» Navigate effortlessly and discover content quickly, without the hassle of searching through multiple documents.

+ Get clear, concise information with no repetitive content, saving you time and ensuring a smoother experience.

What Does It Include?

The comprehensive product documentation includes Online Help, API User Guides, Release Notes, Knowledgebase Articles, and product-specific video libraries - all accessible from a single location.



https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_4.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_4.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_6_1.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_8.htm
https://www.qualys.com/documentation/release-notes/

Quick Link to Collated Content

What's New In TotalCloud

Product Training Videos

Make sure to watch the latest videos published. They offer essential details about the product's features and functionality that you need to understand.

New Video Libraries

Q Qualys Q Quolys

Enterprise TruRisk™ Platform

L ualys Sensors Foundations
Foundations Qualy

Enterprise TruRisk Platform Qualys Sensors Foundations

Updated Video Libraries

Q Qualys

Q Qualys Q Qualys Q Quoalys

TruRisk™ Eliminate - Patch Management Risk-Based Vulnerability Management CyberSecurity Asset Management TotalCloud

Using Qualys VMDR and TruRisk™

Quashys Training

TruRisk Eliminate - Patch Management VMDR with TruRisk CyberSecurity Asset Management TotalCloud 2.0


https://docs.qualys.com/en/cloudview/latest/get_started/whats_new.htm
https://success.qualys.com/customersupport/s/video-library?product=etp-foundations
https://success.qualys.com/customersupport/s/video-library?product=etp-foundations
https://success.qualys.com/customersupport/s/video-library?product=sensors-foundation
https://success.qualys.com/customersupport/s/video-library?product=sensors-foundation
https://success.qualys.com/customersupport/s/video-library?product=patch-management
https://success.qualys.com/customersupport/s/video-library?product=vmdr
https://success.qualys.com/customersupport/s/video-library?product=vmdr
https://success.qualys.com/customersupport/s/video-library?product=csam-onboarding
https://success.qualys.com/customersupport/s/video-library?product=csam-onboarding
https://success.qualys.com/customersupport/s/video-library?product=totalcloud-onboarding
https://success.qualys.com/customersupport/s/video-library?product=totalcloud-onboarding

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

View Upcoming Schedule

Qualys Blogs

Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality.

View the newly published 9 blogs, covering a variety of information from Product and Technical perspectives to Vulnerabilities and Qualys Insights.

Product and Technical

Qualys & ServiceNow: Automating Risk-Driven Remediation for Container Security

How DevOps Can Move Fast and Stay Secure with TruRisk

How Qualys Policy Compliance Helps You Adopt NIST Al RMF 1.0

Steps to TruRisk — 1: Shift to Priority-Driven Strategies

Vulnerabilities and Threat Research

Microsoft and Adobe Patch Tuesday, March 2025 Security Update Review

Qualys TRU Discovers Three Bypasses of Ubuntu Unprivileged User Namespace Restrictions

Notifications

Automatic Migration to Reduced Activity Period (RAP)

Web Application Detections Published in March 2025



https://www.qualys.com/training/#ilt-training
https://blog.qualys.com/product-tech/2025/03/27/how-devops-can-move-fast-and-stay-secure-with-trurisk
https://blog.qualys.com/product-tech/2025/03/10/qualys-servicenow-automating-risk-driven-remediation-for-container-security
https://blog.qualys.com/product-tech/2025/03/10/steps-to-trurisk-1-shift-to-priority-driven-strategies
https://blog.qualys.com/product-tech/2025/03/03/how-qualys-policy-compliance-helps-you-adopt-nist-ai-rmf-1-0
https://blog.qualys.com/vulnerabilities-threat-research/2025/03/27/qualys-tru-discovers-three-bypasses-of-ubuntu-unprivileged-user-namespace-restrictions
https://blog.qualys.com/vulnerabilities-threat-research/2025/03/11/microsoft-patch-tuesday-march-2025-security-update-review
https://notifications.qualys.com/api/2025/03/31/web-application-detections-published-in-march-2025
https://notifications.qualys.com/product/2025/03/13/automatic-migration-to-reduced-activity-period-rap

Policy Compliance Library Updates, February 2025

Knowledgebase Articles

Go through the recently published Knowledgebase (KB) articles by technical experts, which provide valuable information on troubleshooting, installation, configuration, and more.

Access the recently published 24 KB articles on a variety of products and their functionalities.

VM/VMDR
e Detection Logic of QID 38909

e How to configure "reguired" and "unauthorized" services and ports

e Power Bl Integration with Qualys: Resolving the error "Authorization Header is Only Supported When Connecting Anonymously

° .Oracle Database QIDs result section shows "no rows selected|table or view does not exist"
e API 999 error due to AGMS delay response

e Troubleshooting: Qualys Virtual Appliance Scanner Stuck on "INIT: Entering runlevel: 3".
e Qualys Jira Connector Integration'
e Detection Logic and analysis for the QID 38604 (TLS CBC Incorrect Padding Abuse Vulnerability)

e OT Devices Rebooting due to Qualys VM Scans
e Detection details of QID 90081 (Default Windows Administrator Account Name Present)

e AWS Scanner appliance Not Getting_populated under Scan tab for VM/PC scans

e Detection logic clarification on QID 86445 (Web Directories Listable Vulnerability) with the help of packet capture:

e The asset's latest OS version is not updated in the asset inventory, though it is updated in the latest scan result:

e 1Incorrect OS detection after successful authentication

e The asset is taking an excessively long time to respond, leading to a significantly increased overall scan duration:

e Analyzing WHOIS and DNS Traffic from Qualys Scanner Appliance IP

e Understanding Scan Report Language Caching in Qualys
e Detection details and analysis for QID 38863 (Weak SSL/TLS Key Exchange)

e Custom Fields for Ticketing Scheme in JIRA Connector

e Palo Alto Authentication Setup and Troubleshooting

e Packet capture analysis for QID 105234 (Unused Active Windows Accounts Found)
VMDR Mobile

e Unable to delete the user from VMDR Mobile

Certificate View


https://notifications.qualys.com/policy-library/2025/03/04/policy-compliance-library-updates-february-2025
https://success.qualys.com/support/s/article/000007789
https://success.qualys.com/support/s/article/000007787
https://success.qualys.com/support/s/article/000007769
https://success.qualys.com/support/s/article/000007768
https://success.qualys.com/support/s/article/000007767
https://success.qualys.com/support/s/article/000007762
https://success.qualys.com/support/s/article/000007755
https://success.qualys.com/support/s/article/000007751
https://success.qualys.com/support/s/article/000007750
https://success.qualys.com/support/s/article/000007739
https://success.qualys.com/support/s/article/000007738
https://success.qualys.com/support/s/article/000007737
https://success.qualys.com/support/s/article/000007735
https://success.qualys.com/support/s/article/000007734
https://success.qualys.com/support/s/article/000007733
https://success.qualys.com/support/s/article/000007725
https://success.qualys.com/support/s/article/000007713
https://success.qualys.com/support/s/article/000007712
https://success.qualys.com/support/s/article/000007703
https://success.qualys.com/support/s/article/000007688
https://success.qualys.com/support/s/article/000007649
https://success.qualys.com/support/s/article/000007589

e How to generate expiring certificate alerts using the target certificate hash (fingerprint) in the rule configuration in CertView Module

e Manaager user is getting "status":401, "error": "Unauthorized" error with certview API call

Qualys Threat Research Newsletter

This Month’s Top Critical Vulnerabilities, Cloud Misconfigurations, and OpenSSH

Cyber threats are constantly evolving, making it essential for businesses to stay informed and proactive. This monthly newsletter covers the latest security threats, vulnerabilities, and
attack trends that could affect your organization. Stay updated to protect your assets better and maintain a strong security posture.

March - Research Newsletter

Explore More!

Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation. | Video Library | Trainings | Blogs

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your feedback with us at ContentExperience@qualys.com.


https://success.qualys.com/support/s/article/000007761
https://success.qualys.com/support/s/article/000007757
https://cdn2.qualys.com/docs/tru/qualys_threat_research_newsletter_march2025.pdf
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/



