Content Newsletter
March 2026 Edition

Welcome to the Content Experience Newsletter

Discover the latest technical content released in March, including product documentation, release notes, research insights, training videos, and

knowledge base articles. This monthly update helps you quickly stay informed about new platform capabilities, documentation updates, and security

insights across the Qualys ecosystem.

Product Documentation - Release Notes

33 Release Notes Delivered for 25 Releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk™ Platform Release 10.38

VMDR OT 1.5

Enterprise TruRisk™ Platform Release 10.38 API

VMDR OT 1.5 API

Enterprise TruRisk™ Platform Release 3.23.1

Vulnerability Management, Detection and Response 2.9

Endpoint Detection and Response 3.8.2

Risk Management

Enterprise TruRisk Management 1.8

ETM Identity 1.1

Enterprise TruRisk Management 1.7

Managed Risk Operation Center 2.0

Risk Remediation

Patch Management 3.13

Global AssetView/CyberSecurity Asset Management 3.7.1

Patch Management 3.13 APl _|

Global AssetView/CyberSecurity Asset Management 3.7.1 API

Audit and Compliance Management

Policy Audit Release 1.9

Policy Audit Release 1.9 API

Application Security

TotalAppSec 2.7 | Web Application Scanning_1.27

TotalAppSec 2.6 | Web Application Scanning_1.26

Platform and Sensor Management

Connector 2.15

Connector 2.16

Connector 2.15 API

Cloud Agent Windows 6.4.1

Unified Dashboard 2.12.0

SwCA Scanner for Windows 1.7.76

Unified Dashboard 2.11.0

Qualys Flow 1.21

Cloud and Container Security

TotalCloud 2.22

Container Security 1.42

TotalCloud 2.22 API

Container Security 1.42 API

TotalCloud 2.23

SaaS Detection and Response 1.14.0 API

View all Release Notes

Content Enhancements



https://docs.qualys.com/en/vm/release-notes/qweb/release_10_38.htm
https://docs.qualys.com/en/vmdr-ot/release-notes/vmdr-ot/release_1_5.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_38_api.htm
https://docs.qualys.com/en/vmdr-ot/release-notes/vmdr-ot/release_1_5_api.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_23_1.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_vmdr_rn/vmdr/release_2_9.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_8_2.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_8.htm
https://docs.qualys.com/en/etm-identity/release-notes/etm_identity/release_1_1.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_7.htm
https://docs.qualys.com/en/mssp/release-notes/mroc/release_2_0.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_13.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_7_1.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_7_1_api.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_9.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_9_api.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_7_was_1_27.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_6_was_1_26.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_15.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_16.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_15_api.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/windows/release_6_4_1.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_12.htm
https://docs.qualys.com/en/ca/release-notes/swca/windows/release_1_7_76.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_11.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_21.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_22.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_42.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_22_api.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_42_api.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_23.htm
https://docs.qualys.com/en/saasdr/release-notes/saasdr/release_1_14_0_api.htm
https://www.qualys.com/documentation/release-notes
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_13_api.htm

We have created new product landing pages which provide product overviews, key features, and workflows, serving as the perfect
starting point.

This month's new landing pages are:

Welcome to

Q Qualys.

What Is VMDR

Vl]ll‘l{-.“li-‘lhi”t}" Management, Detection and Response (WMMDR) enables you to discover

global hybrid-IT landscape all in one solution. It combines asset inventory, vulnerakbil

comprehensive visibility and a remediation strategy pricritized based on context. Endpoint DEtECtIDI"’I and RE’S ponse Help

VMDR starts with asset discovery and inventory to make sure you have an accurate a

. e 8 ) . Proactively detect, inwestigate, and respond to advanced threats across your endpaints wit
cloud agents and a variety of sensors and leverages artificial intelligence to instantly ¥ 2 P = yo .

Discover Our New VMDR Landing Page ) X
Discover Our New Landing Page for EDR

A blueprint to streamline vulnerability management with clear navigation from discovery to

remediation. Our new landing page walks you through the complete EDR journey, from agent deployment

and centralized management to remediation.

It features TruRisk™ prioritization, MITRE ATT&CK integration, threat intelligence insights, and
comprehensive getting-started guidance for seamless security operations across your hybrid
IT environment.

See how Qualys EDR delivers continuous visibility, intelligent threat hunting, and automated
response using a single Qualys Cloud Agent.

Explore more
Explore more

Scan To Discover What's New In Content

Experience our redesigned What's New page with streamlined navigation, fresh content sections,
videos, newsletters, product resources & more.

Qualys Threat Research Updates

March 2026 This Month’s Update

Vulnerabilities exploited
in the wild

Threat
Resea rc h 2 o Cloud misconfiguration

risk exposure

Newsletter

e CrackArmor: Critical AppArmor Flaws
Stay informed to keep your . .
systems secure and resilient Enable Local Privilege Escalation

March: Threat Research Updates


https://docs.qualys.com/en/vm/latest/about_qualys_vm_vmdr.htm
https://docs.qualys.com/en/edr/latest/about_qualys_edr.htm
https://docs.qualys.com/en/vm/latest/about_qualys_vm_vmdr.htm
https://docs.qualys.com/en/edr/latest/about_qualys_edr.htm
https://docs.qualys.com/en/content/enhancements/whats_new.html
https://docs.qualys.com/en/content/enhancements/whats_new.html
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-march-2026-newsletter.pdf

CrackArmor: A Breakthrough Discovery

We Stopped Uncompromised Access of Linux Systems, By Discovering 9-Year Old
Flaw

Qualys researchers uncovered a critical security flaw hidden in millions of Linux systems for
nine years.

The vulnerability allowed any local user, without admin privileges, to take full control of the
system by exploiting weaknesses in AppArmor, a core Linux security layer.

Here's the detailed blog

» Watch Now

How we secured 12.9 million systems

Introducing Agent Val

Al That Validates Exploits Before Attackers Do
@™ AgentVal @ 5

¥ . e Agent Val deploys Al-driven validation to safely test real-world exploit paths in your
gl Safe Exploit Validation with Proo

environment, prioritizes what truly matters, and proves remediation actually closes risk.

Safely validates whether high-risk exposures are exploitable in
production using attacker-technique testing. It removes theoretical
risk, proves control effectiveness, and gives Security and IT Ops shared

evidence to minimize change friction with suppressed noise, reduce c... Start a 30_day environment review today and see Agent Val in action!

Exploit Validation Risk Prioritization CISA KEV Analysis +1

Read the detailed blog_

90% 55% 70%
Reduction in Reduction in TruRisk Manual Effort
Remediation noise Score Reduction

I T L use i NDOAre
{,: - What this agent does and when to use L:\J,'- Onboard

Biggest Moments From RSA 2026

RSA 2026: A Week of Qualys Leadership

Experience the highlights from RSA 2026 as our team delivered executive conversations,
cybersecurity workshops, and exclusive partner events.

Featuring our CEO Sumedh Thakar in media conversations and cyber risk workshops with
industry experts, witness how Qualys connected with the cybersecurity community's brightest

minds at Chase Center and beyond.

<= See the action

New Training Videos

Level Up Your Qualys Expertise

New training videos covering ETM Connectors, mROC, Containerized Scanner Appliance and more.


https://www.youtube.com/shorts/wrXS_IrOrwI
https://blog.qualys.com/vulnerabilities-threat-research/2026/03/12/crackarmor-critical-apparmor-flaws-enable-local-privilege-escalation-to-root
https://www.youtube.com/watch?v=CI3T3Nuz9dc
https://blog.qualys.com/product-tech/2026/03/23/meet-agent-val-closing-the-validation-gap-in-exposure-management-at-machine-speed-with-agentic-ai
https://www.qualys.com/demo/enterprise-trurisk-management/
https://www.youtube.com/watch?v=s2OEQ3imKGA
https://www.youtube.com/watch?v=s2OEQ3imKGA

ETM Connectors

Q Qualys

Q Qualys Q Qualys

Bitsight Connector

Checkmarx DAST Connector SentinelOne EDR Connector

Integration of Checkmarx One into Integration of SentinelOne EDR into Connecting Bitsight with Qualys
Qualys Enterprise TruRisk™ Management Qualys Enterprise TruRisk™ Management Enterprise TruRisk™ Management

Q Qualys Q Qualys

ETM Dashboard Widgets ETM Home Page - TruRisk™

Summary

Overview of the ETM default dashboard TruRisk score, risk appetite, asset
exposure, and key risk factors

Scanners

Q Qualys

Qualys Containerized Scanner
Appliance

Learn the basics of Containerized
Scanner Appliance (QCSA)

mROC Portal

Q Qualys

mROC Portal

Decode Managed Risk Operations Center
(mROC)

Updated Video Series

Fresh Videos, Deeper Product Mastery

Our Qualys Training videos just got better: Explore the freshly added ETM and Qualys API training videos.

Q Qualys Q Qualys

Video Series: Video Series:

Introduction to Qualys ETM Introduction to Qualys API

Understand the scale of Qualys ETM Decode Qualys API

Updated Self-Paced Courses

Training Courses Just Got an Upgrade

Dive into refreshed foundation courses on Qualys APlIs.


https://vimeo.com/1179169986
https://vimeo.com/1179169936
https://vimeo.com/1144447490
https://vimeo.com/1178828320
https://vimeo.com/1178828013
https://vimeo.com/1152483107
https://vimeo.com/1175032551
https://success.qualys.com/customersupport/s/video-library?product=etm
https://success.qualys.com/customersupport/s/video-library?product=qualys-api-fundamentals

Q Qualys

Getting Started with Qualys APIs

Learn at your pace: Qualys APIs

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

View Upcoming Schedule

Qualys Blogs

Read the latest blogs from Qualys to discover new trends in cybersecurity, get practical tips, and gain deeper insights.

Check out the 20 newly published blog articles covering topics ranging from product features to vulnerabilities and policy updates.

Qualys Insights

Cybersecurity Predictions for 2026 Signal the Maturation of Risk-First Security Models

How Security Tool Misuse Is Reshaping_Cloud Compromise

ROC vs. CTEM: How a Risk Operations Center Evolves Beyond Continuous Threat Exposure Management in 2026

Product Tech

New: Al-Powered Patch Reliability Scoring—Predict Patch Impact Before You Deploy

Meet Agent Val: Closing_the Validation Gap in Exposure Management at Machine Speed with
Agentic Al

Optimizing Risk Discovery and Remediation with Qualys Gateway Service (QGS)

The Rise of Managed Risk Operations: How the New Qualys mROC Portal Helps Partners Scale
the Risk Operations Center

From Vision to Real-time Threat Intelligence: TruLens for ETM

Bringing_Continuous Assessment to Harbor: Scan on Push, Stay Secure Over Time

MCP Servers Are the New Shadow IT for Al

5 Steps to Turn Compliance Checks into Audit OQutcomes

The New Era of Application Security: Reasoning-Based Agents, Runtime Reality, and Risk

Intelligence

Cyber Essentials Plus in 2026: Strengthened Controls, UK Cyber Reality & How Qualys Supports
Compliance

From Shadow Models to Audit-Ready Al Security: A Practical Path with Qualys TotalAl

Patch Tuesday

Microsoft and Adobe Patch Tuesday, March 2026 Security Update Review

Vulnerabilities & Threat Research

CVE-2026-3888: Important Snap Flaw Enables Local Privilege Escalation to Root

Threat Research Report: The Broken Physics of Remediation

CrackArmor: Critical AppArmor Flaws Enable Local Privilege Escalation to Root

Countering_Current Geopolitical Cyber Threats With Qualy;l

Notifications

o —— | |

Knowledge Base Articles

Go through the recently published Knowledge Base (KB) articles by technical experts, which provide valuable information on troubleshooting,

installation, configuration, and more.

Access the recently published 13 KB articles on a variety of products and their functionalities.

Patch Management

Troubleshooting_Patch Installation Failure with Exit Code 2

Web Malware Detection

I|-|ow to Run MDS Scans on Internal Target? |

Container Security

Limportance of Port Numbers inJErog-Artifactory-Private Registry-URLs |

Cloud Agent



https://www.qualys.com/training/course/qualys-api-fundamentals
https://www.qualys.com/training#ilt-training
https://blog.qualys.com/qualys-insights/2026/01/20/cybersecurity-predictions-2026-risk-first-security
https://blog.qualys.com/qualys-insights/2026/02/19/how-security-tool-misuse-is-reshaping-cloud-compromise
https://blog.qualys.com/qualys-insights/2026/01/30/roc-vs-ctem-how-a-risk-operations-center-evolves-beyond-continuous-threat-exposure-management-in-2026
https://blog.qualys.com/product-tech/2026/02/18/new-ai-powered-patch-reliability-scoring-predict-patch-impact-before-you-deploy
https://blog.qualys.com/product-tech/2026/03/23/meet-agent-val-closing-the-validation-gap-in-exposure-management-at-machine-speed-with-agentic-ai
https://blog.qualys.com/product-tech/2026/03/30/optimizing-risk-discovery-and-remediation-with-qualys-gateway-service-qgs
https://blog.qualys.com/product-tech/2026/03/24/the-rise-of-managed-risk-operations-how-the-new-qualys-mroc-portal-helps-partners-scale-the-risk-operations-center
https://blog.qualys.com/product-tech/2026/03/23/from-vision-to-real-time-threat-intelligence-trulens-for-etm
https://blog.qualys.com/product-tech/2026/03/22/integrate-qscanner-with-harbor-to-unify-devsecops-container-scanning
https://blog.qualys.com/product-tech/2026/03/19/mcp-servers-shadow-it-ai-qualys-totalai-2026
https://blog.qualys.com/product-tech/2026/03/18/continuous-audit-readiness-5-steps-audit-outcomes-qualys
https://blog.qualys.com/product-tech/2026/03/17/new-era-application-security-reasoning-agents-runtime-risk-2026
https://blog.qualys.com/product-tech/2026/03/02/cyber-essentials-plus-2026-compliance
https://blog.qualys.com/product-tech/2026/03/10/from-shadow-models-to-audit-ready-ai-security-a-practical-path-with-qualys-totalai
https://blog.qualys.com/vulnerabilities-threat-research/2026/03/10/microsoft-patch-tuesday-march-2026-security-update-review
https://blog.qualys.com/vulnerabilities-threat-research/2026/03/17/cve-2026-3888-important-snap-flaw-enables-local-privilege-escalation-to-root
https://blog.qualys.com/vulnerabilities-threat-research/2026/03/23/the-broken-physics-of-remediation
https://blog.qualys.com/vulnerabilities-threat-research/2026/03/12/crackarmor-critical-apparmor-flaws-enable-local-privilege-escalation-to-root
https://blog.qualys.com/product-tech/2026/03/17/geopolitical-cyber-threats-cisa-cvie-qualys-2026
https://notifications.qualys.com/policy-library/2026/03/30/policy-compliance-library-updates-march-2026
https://success.qualys.com/support/s/article/000008393
https://success.qualys.com/support/s/article/000008411
https://success.qualys.com/support/s/article/000008389
https://success.qualys.com/support/s/article/000008383

[Application Damaged"” Popup error with Cloud Agent on macOS (Sequoia 15.x and Tahoe 26.x)

Policy Audit

VM/VMDR

QID 48169 Detection Details |

Account / Subscription

|§ﬁps to Enable or Disable User-Level Notifications

Endpoint Detection and Response (EDR)

|EDR — Antimalware Status Showing_Offline |

| — -

[EDR — Remediation Issues |

EDR — Exception Rules Not Working

TotalCloud

How To Fix CSPM Connector Limit Error and Enable Unlimited Asset Inventory Connectors

Explore More!

Discover more resources and product updates from Qualys.

Release Notes || Documentation || Video Library || Blogs

Have feedback or suggestions? Write to us at|ContentExperience@qualys.com.



https://success.qualys.com/support/s/article/000008382
https://success.qualys.com/support/s/article/000008384
https://success.qualys.com/support/s/article/000008377
https://success.qualys.com/support/s/article/000008379
https://success.qualys.com/support/s/article/000008425
https://success.qualys.com/support/s/article/000008423
https://success.qualys.com/support/s/article/000008421
https://success.qualys.com/support/s/article/000008419
https://success.qualys.com/support/s/article/000008412
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/
ContentExperience@qualys.com



