Content Newslétter

- November 2025 Edition

Welcome to the November Edition of our Content Newsletter

Welcome to the Content Newsletter for November 2025. This monthly newsletter will provide a one-stop view of all content delivered (Prod
Documentation, Blogs, Videos, KB Articles) this month. Please explore the content and let us know what more you want to see as part of this
newsletter.



Product Documentation — Release Notes

21 release notes delivered for 16 releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk™ Platform Release 10.36.1 Enterprise TruRisk™ Platform Release 10.36.1 API

Enterprise TruRisk™ Platform 3.22.1 Certificate View 4.7

Certificate View 4.7 API

Risk Management

Enterprise TruRisk Management 1.5.1

Application Security

TotalAppSec 2.4 | Web Application Scanning_1.24

Audit and Compliance Management

Policy Audit Release 1.5 Policy Audit Release 1.5 API

Risk Remediation

Patch Management Release 3.10 Patch Management Release 3.10 API

Custom Assessment and Remediation 2.6.3

Platform and Sensor Management

Cloud Agent Windows 6.3.0 Virtual Scanner Appliance 4.1.82: OpenShift
Cloud Agent MacOS Apple Silicon 6.3.1 Cloud Agent MacOS Intel x86 64 6.2.1
Cloud Agent Application 2.5 Cloud Agent Application 2.5 API

Qualys Gateway Service 3.13 Unified Dashboard 2.9



https://docs.qualys.com/en/vm/release-notes/qweb/release_10_36_1.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_36_1.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_36_1_api.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_22_1.htm
https://docs.qualys.com/en/certview/release-notes/certview/release_4_7.htm
https://docs.qualys.com/en/certview/release-notes/certview/release_4_7_api.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_5_1.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_4_was_1_24.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_5.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_5_api.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_10.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_10_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_6_3.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/windows/release_6_3.htm
https://docs.qualys.com/en/scanner/release-notes/virtual_scanner/release_4_1_openshift.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/macos_apple_silicon/release_6_3_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/macos_intel/release_6_2_1.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_5.htm
https://docs.qualys.com/en/ca/release-notes/ca_application/release_2_5_api.htm
https://docs.qualys.com/en/qgs/release-notes/qgs/release_3_13.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_9.htm

Qualys Flow 1.20

View all Release Notes

Content Enhancement

Content Collation

To elevate the customer experience, we've collated and centralized all product documentation for each specific product in a single place. This consolidation
ensures quick and seamless access to all the information you need.

Customer-Centric Benefits

« Find everything you need in one place with a unified source for all product documentation, designed for your convenience.
» Navigate effortlessly and discover content quickly, without the hassle of searching through multiple documents.

+ Get clear, concise information with no repetitive content, saving you time and ensuring a smoother experience.

What Does It Include?
The comprehensive product documentation includes Online Help, APl User Guides, Release Notes, Knowledge Base Articles, and product-specific video librar
all accessible from a single location.

What’s New This Month



https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_20.htm
https://www.qualys.com/documentation/release-notes/

VMDR and PA/PC Overview
v VMDR Online Help
» Onboarding to VMDR

Understanding the VMDR
Workflow

> Search QQL Tokens

N Reference the KnowledgeBase
(QIDs)

> Manage VMDR Users
> Additional Configurations

> PA/PC, SCA, and SCAP Online Help

VM/VMDR Collated Online Help

Qualys VM/VMDR Collated Online Help Now Live!

Want faster access to VM and VMDR guidance?

Our VM and VMDR Online Help is now consolidated into a single, streaml
experience. This makes it easier to find information and navigate across b

products with consistency and clarity.

Explore the Merged Online Help for VM and VMDR right here!



https://docs.qualys.com/en/vm/latest/welcome.htm
https://docs.qualys.com/en/vm/latest/welcome.htm

Welcome to

Q Qualys.

Scanner Appliance

A Qualys Scanner Appliance is a hardware or virtual applianc
vulnerabilities and compliance issues. These appliances exte|
security assessments of any systems and devices on the nety

Qualys Scanner Appliance Help

Introducing Qualys Scanner Appliance Help !

We have consolidated everything related to Qualys Scanner Appliance int
single 'Qualys Scanner Appliance Help'.

This collated help provides guidance on scanner workflows, supported sce
types, sizing recommendations, and deployment Best Practices.

The new central landing page offers an overview of appliance types, key
features, benefits, supported platforms, and direct links to related resourc

[Qualys Threat Research U pdates]



https://docs.qualys.com/en/scanner/onboarding/welcome/home_page.htm
https://docs.qualys.com/en/scanner/onboarding/welcome/home_page.htm

November 2025 This Month's Update

Vulnerabilities exploited
in the wild

Threat

Research Q) S rectsisin
Newsletter

O-Day O: Al Attacks and the End of the i
“Forgiving Internet”

This Month’s Top Critical Vulnerabilities, Cloud Misconfigurations, and OpenSSH

Cyber threats are constantly evolving, making it essential for businesses to stay informed and proactive. This month's updates cover the latest security

threats, vulnerabilities, and attack trends that could affect your organization. Stay updated to protect your assets better and maintain a strong security
posture.

November - Threat Research Updates

Glimpses From ROCon Houston 2025

Experience the energy of ROCon Houston 2025!

Cybersecurity leaders gathered to explore TruRisk strategies, automation, and building Risk Operations Centers. Access all keynotes and sessions here.


https://docs.qualys.com/en/newsletters/threat-research-unit/tru-november-2025-newsletter.pdf
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-november-2025-newsletter.pdf
https://www.qualys.com/rocon/2025/houston/on-demand

Keynote Sessions Spotlights

Fire Doesn't Innovate
Thriving in the

Face of Evolving
Cyber Risks

‘ 1

Richard Seiersen: Chief Risk Officer, Sumedh Thakar: President & CEO, Qualys Kip Boyle: Cyber Resilience Thought
Qualys Leader

ROCon 2025 Masterclasses

Dive deep into technical trainings from ROCon Houston & Mumbai 2025!
If you missed any ROCon trainings or wish to refresh your understanding, the trainings are now available to you in our Video Library.

Here's a recap of training_sessions.

Technical Training Recap


https://youtu.be/-lrmPu3fRDk?si=iz6jbdQOyzmAwqBF
https://youtu.be/RdORLc4ee9I?si=iHs9p6UhnwDkM2XD
https://youtu.be/DNRNbT0IaKM?si=QzKUor1aS_DDzRya
https://success.qualys.com/customersupport/s/video-library?product=rocon25
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ROCon 25

Operate like an Expert

Patchi d B d
using Qualys Query Unlock the Power of the Scan Like a Pro: Best aremng ane meven
Language (QQL) and Enterprise TruRisk™ Practices & Reduce Risk with Qualys
Dashboards Platform Traubleshooting TruRisk™ Eliminate

A Jeremy Gliver ~ K
B = B = o
kaushiki@qualys.com lkaushikiqualys.com
S I~ | \ / //
Operate like an Expert with Qualys Query  Unlock The Power of Enterprise Scan Like a Pro: Introduction Reduce Risk with Qualys
Language (QQL) TruRisk™ Platform

TruRisk ™ Eliminate

Product Training Videos

This month, we updated self-paced courses and video library for TotalCloud.

Make sure to watch these latest videos offering essential product features and functionality details you need.

Updated Self-Paced Course & Video Library

Q Qualys Q OQualys

TotalCloud TotalCloud

Self-Paced Course Video Library

Get Started Now! Updated Video Library


https://vimeo.com/1144441409?fl=pl&fe=vl
https://vimeo.com/1144488423?fl=pl&fe=vl
https://vimeo.com/1133134721?fl=pl&fe=sh
https://vimeo.com/1143002926?fl=pl&fe=vl
https://www.qualys.com/training/course/totalcloud
https://success.qualys.com/customersupport/s/video-library?product=totalcloud-onboarding

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

View Upcoming Schedule

Qualys Blogs

Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality.

View the newly published 13 blogs, covering a variety of information from Product and Technical Perspectives to Vulnerabilities and Qualys Insights.

Patch Management

What is Patch Management Automation and Why It Matters

Product and Technical

Battle Compliance Confusion and Security Fatigue with Qualys and ServiceNow What It Takes to Design Trust into Event-Driven Architectures with Amazon EventBridge

GenAl: Harness the Power, Eliminate the Risk — A Practical Playbook for Securing | From Vision to Value: Gartner® Identifies Qualys as 2025 Magic Quadrant™ Leader in Exposure
Al from Day One Assessment Platforms

The Future of Cloud Security: A New Act for Cyber Risk Operations

Vulnerabilities and Threat Research

What Security Teams Need to Know as PHP and loT Exploits Surge Inside an Automotive Giant's Data Leak — A Cloud Misconfiguration Lesson for AWS Users | .



https://blog.qualys.com/product-tech/patch-management/2025/11/18/what-is-patch-management-automation-guide
https://blog.qualys.com/product-tech/2025/11/10/battle-compliance-confusion-and-security-fatigue-with-qualys-and-servicenow
https://blog.qualys.com/product-tech/2025/11/17/eventbridge-security-reconnaissance-attack-best-practices-2025
https://blog.qualys.com/product-tech/2025/11/20/genai-harness-the-power-eliminate-the-risk-a-practical-playbook-for-securing-ai-from-day-one
https://blog.qualys.com/product-tech/2025/11/24/from-vision-to-value-gartner-identifies-qualys-as-2025-magic-quadrant-leader-in-exposure-assessment-platforms
https://blog.qualys.com/product-tech/2025/11/24/the-future-of-cloud-security-a-new-act-for-cyber-risk-operations
https://blog.qualys.com/vulnerabilities-threat-research/2025/10/30/what-security-teams-need-to-know-as-php-and-iot-exploits-surge
https://blog.qualys.com/product-tech/2025/11/03/inside-an-automotive-giants-data-leak-a-cloud-misconfiguration-lesson-for-aws-users
https://www.qualys.com/training/#ilt-training
https://blog.qualys.com/product-tech/2025/11/17/eventbridge-security-reconnaissance-attack-best-practices-2025
https://blog.qualys.com/product-tech/2025/11/24/from-vision-to-value-gartner-identifies-qualys-as-2025-magic-quadrant-leader-in-exposure-assessment-platforms
https://blog.qualys.com/product-tech/2025/11/03/inside-an-automotive-giants-data-leak-a-cloud-misconfiguration-lesson-for-aws-users
https://blog.qualys.com/product-tech/2025/11/03/inside-an-automotive-giants-data-leak-a-cloud-misconfiguration-lesson-for-aws-users

Unauthenticated Authentication Bypass in Fortinet FortiWeb (CVE-2025-64446) Exploited in the Wild

Zero-Day Zero: The Al Attack That Just Ended the Era of the Forgiving_Internet

Patch Tuesday

Microsoft Patch Tuesday, November 2025 Security Update Review

Notifications

Policy Audit Library Updates, October 2025 Policy Compliance Library Updates, November 2025

Knowledge Base Articles

Access our 7 new Knowledge Base articles and 5 updated PA/PC Runbooks. A Runbook is a step-by-step guide that helps you gather required details for a
Qualys Support case, and perform basic health checks before contacting Support. This enables more efficient troubleshooting and faster resolution.

Updated PA/PC Runbooks

e Data Required to Resolve Policy Compliance Issues

e Data Required for PA/ PC / SCA Scan Reports

e Data Required to Locate PC/ PA/ SCA False Positive/False Negative
e Data Required for PA/ PC/ SCA Scans

e Data Required to Determine PC Authentication Failure

Latest KB Articles

VM/VMDR

e How to Access the Host Information Page

e Unable to Change IP Address of Scanner Appliance



https://blog.qualys.com/product-tech/patch-management/2025/11/18/what-is-patch-management-automation-guide
https://success.qualys.com/support/s/article/000003573
https://success.qualys.com/support/s/article/000006858
https://success.qualys.com/support/s/article/000006857
https://success.qualys.com/support/s/article/000006860
https://success.qualys.com/support/s/article/000006856
https://success.qualys.com/support/s/article/000008278
https://success.qualys.com/support/s/article/000008269
https://blog.qualys.com/vulnerabilities-threat-research/2025/11/24/zero-day-zero-the-ai-attack-that-just-ended-the-era-of-the-forgiving-internet
https://blog.qualys.com/vulnerabilities-threat-research/2025/11/14/unauthenticated-authentication-bypass-in-fortinet-fortiweb-cve-2025-64446-exploited-in-the-wild
https://blog.qualys.com/vulnerabilities-threat-research/2025/11/11/microsoft-patch-tuesday-november-2025-security-update-review
https://notifications.qualys.com/notifications/2025/11/03/policy-compliance-library-updates-october-2025
https://notifications.qualys.com/notifications/2025/11/28/policy-audit-library-updates-november-2025
https://blog.qualys.com/vulnerabilities-threat-research/2025/11/14/unauthenticated-authentication-bypass-in-fortinet-fortiweb-cve-2025-64446-exploited-in-the-wild

¢ Resolving 'Missing Host ID" and 'Missing_Port’ Errors in VMDR Jira Integration

Cloud Agent

e Google Chrome Still Reported in CSAM Because [P Scanner Uses Registry Access During Authenticated Scans

File Integrity Monitoring

e FIM Manifest Deployment Fails or Does Not Apply.

GAV/CSAM
e How the 'Last Updated’ Date for Open Ports Is Updated in CSAM Asset Details

Endpoint Detection and Response(EDR)
¢ Hunting Event Timestamps Displayed in UTC May Appear as Future Times

Explore More!
Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation | Video Library | Trainings | Blogs

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your feedback with us at
ContentExperience@qualys.com.



https://success.qualys.com/support/s/article/000008283
https://success.qualys.com/support/s/article/000008272
https://success.qualys.com/support/s/article/000008276
https://success.qualys.com/support/s/article/000008273
https://success.qualys.com/support/s/article/000008273
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/
mailto:contentexperience@qualys.com



