Content Newsletter

September 2025 Edition

Welcome to the September Edition of our Content Newsletter

Welcome to the Content Newsletter for September 2025. This monthly newsletter will provide a one-stop view of all content delivered (Product
Documentation, Blogs, Videos, KB Articles) this month. Please explore the content and let us know what more you want to see as part of this
newsletter.

Product Documentation — Release Notes

27 release notes delivered for 17 releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk™ Platform 3.22 Enterprise TruRisk™ Platform Release 10.35.2
Enterprise TruRisk™ Platform 3.22 API Certificate View 4.6
Certificate View 4.6 API VMDR OT 1.3

Asset Management

Global AssetView/CyberSecurity Asset Management 3.6.1 Global AssetView/CyberSecurity Asset Management 3.6.1 API

Cloud and SaaS Security

Qualys Flow 1.19 Qualys Flow Release 1.19 API
Container Security 1.40 API Container Security 1.40

Container Security Sensor 1.40

IT Operations

Custom Assessment and Remediation 2.6.1 API Custom Assessment and Remediation 2.6.1

Patch Management Release 3.9 Patch Management Release 3.9 API

Application Security

TotalAppSec 2.3 | Web Application Scanning_1.23

Compliance

File Integrity Monitoring 4.8.1 File Integrity Monitoring 4.8.1 API



https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_22.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_35_2.htm
https://docs.qualys.com/en/portal-cloud-platform-rn/cloud_platform/release_3_22_api.htm
https://docs.qualys.com/en/certview/release-notes/certview/release_4_6.htm
https://docs.qualys.com/en/certview/release-notes/certview/release_4_6_api.htm
https://docs.qualys.com/en/vmdr-ot/release-notes/vmdr-ot/release_1_3.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_6_1.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_6_1_api.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_19.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_19_api.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_40_api.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_40.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_6_1_api.htm
https://docs.qualys.com/en/car/release-notes/car/release_2_6_1.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_9.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_3_9_api.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_3_was_1_23.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_8_1.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_8_1_api.htm

PCl Compliance 6.0 Out-of-Band Configuration Assessment 1.13

Sensor Management

Virtual Scanner Appliance 4.1.82: Alibaba | Xenserver | KVM | Proxmox | GCP | Cloud Agent AWS Bottlerocket 5.0.1-56

Azure | AWS

Cloud Agent GCP Container Optimized OS 5.0.1-57 Cloud Agent CoreOS 4.2.5-35
Utilities

Unified Dashboard 2.7

View all Release Notes

What’s New?

Big news for our cybersecurity community! QSC has evolved into ROCon -
* The Risk Operations Conference. This premier event brings together security
Quo Iys leaders to operationalize cyber risk management. Join us in Houston for two
days of free hands-on training (Oct 13-14) plus two days of cutting-edge
sessions on building Risk Operations Centers.
o n 2 > Limited seats available. Register now!
The Risk Operations Conference

Content Enhancement

Content Collation

To elevate the customer experience, we've collated and centralized all product documentation for each specific product at a single place. This consolidation
ensures quick and seamless access to all the information you need.

Customer-Centric Benefits

« Find everything you need in one place with a unified source for all product documentation, designed for your convenience.
« Navigate effortlessly and discover content quickly, without the hassle of searching through multiple documents.

+ Get clear, concise information with no repetitive content, saving you time and ensuring a smoother experience.

What Does It Include?
The comprehensive product documentation includes Online Help, APl User Guides, Release Notes, Knowledgebase Articles, and product-specific video libraries -
all accessible from a single location.

Quick Links to Collated Content



https://docs.qualys.com/en/pci/release-notes/pci_ui/release_6_0.htm
https://docs.qualys.com/en/oca/release-notes/oca/release_1_13.htm
https://docs.qualys.com/en/scanner/release-notes/virtual_scanner/release_4_1_82.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/aws_bottlerocket/release_5_0_1_56.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/gcp_cos/release_5_0_1_57.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_coreos/release_4_2_5_35.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_7.htm
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/rocon/2025/houston/
https://www.qualys.com/rocon/2025/houston/
https://www.qualys.com/rocon/2025/houston/
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Qualys Threat Research Updates

September 2025 This Month's Update

Threat 4 o
Research
Newsletter

Stay informed to keep your
systems secure and resilient

This Month’s Top Critical Vulnerabilities, Cloud Misconfigurations, and OpenSSH
Cyber threats are constantly evolving, making it essential for businesses to stay informed and proactive. This month's updates cover the latest

security threats, vulnerabilities, and attack trends that could affect your organization. Stay updated to protect your assets better and maintain a
strong security posture.

September - Threat Research Updates

Instructor-Led Trainings

We encourage you to register for our upcoming Instructor-Led Trainings (online).

View Upcoming Schedule

Qualys Blogs

Do read the thoughts brought by subject matter experts to highlight new trends in products and their functionality.

View the newly published 23 blogs, covering a variety of information from Product and Technical Perspectives to Vulnerabilities and Qualys Insights.

Qualys Insights

Shaping_the Future of Cyber Risk Management: QSC Evolves to ROCon

Product and Technical



https://docs.qualys.com/en/ca/latest/ca_home/cloud_agent_overview.htm
https://docs.qualys.com/en/oca/latest/get_started/get_started.htm
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-september-2025-newsletter.pdf?_ga=2.90206750.563070787.1759086037-2130619971.1757486414
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-september-2025-newsletter.pdf?_ga=2.90206750.563070787.1759086037-2130619971.1757486414
https://www.qualys.com/training/#ilt-training
https://blog.qualys.com/qualys-insights/2025/09/08/shaping-the-future-of-cyber-risk-management-qsc-evolves-to-rocon

Qualys Named a Leader in the 2025 IDC MarketScape: Worldwide Exposure
Management Vendor Assessment

How Agentic Al Powers Seamless Audit Readiness with Agent Chang

Patch Automation for Browsers with TruRisk™ Eliminate

Steps to TruRisk™ — 5: Eliminate Risk and Lead with Confidence

Introducing Enhanced User Interface for Qualys PCl DSS 4.0 ASV Compliant
Solution

=z

avigating SEBI's Cloud Security Requirements: A Guide for Regulated Entities

Outdated Tech, Rising Risk: How Federal Agencies Can Eliminate Tech Debt and
Reduce Cyber Risk

CVE-2025-8088 WIinRAR Exploit: From Zero-Day to Zero-Risk with TruRisk™ Eliminatek

Operationalizing_Threat Exposure with Agentic Al: Meet Agent Nova

Qualys Achieves FedRAMP® High ATO: Unlocking_the Future of Trusted Cybersecurity for

Government and Critical Infrastructure

Patch Tuesday Risk Elimination with Agent Sara

Vulnerabilities and Threat Research

=z

avigating SEBI's Cloud Security Requirements: A Guide for Regulated Entities

Two Pwnie Awards, One Crucial Lesson: What Our OpenSSH Research Reveals About Cyber
Defense in 2025

Notifications

Qualys TruRisk Platform Expands Vulnerability Exploit Coverage

Policy Compliance Library Updates, September 2025

Qualys Enterprise TruRisk™ Platform (Certificate View Release 4.6) API
Notification

Qualys Enterprise TruRisk™ Platform (Container Security Release 1.40) API Notification

End of Life (EOL) Notice: WAS Version 9.X and earlier

Upcoming_Update to QID 91704 for Microsoft Windows DNS Spoofing Vulnerability (ADV200013)

Policy Compliance Library Updates, August 2025

Application Detections Published in August 2025

Patch Tuesday

Microsoft and Adobe Patch Tuesday, September 2025 Security Update Review

Knowledgebase Articles

Go through the recently published Knowledgebase (KB) articles by technical experts, which provide valuable information on troubleshooting, installation, configuration, and more.

Access the recently published 14 KB articles on a variety of products and their functionalities.

VM/VMDR

® Troubleshooting.a Map scan that won't progress from error or queued status

Connector

* How to - While configuring the Cloud Connectors (AWS,GCP,AZURE & OCI), only 12 and 24 hours are showing for polling frequency.

® GCP Project-Level Connectors (Created via GCP Organization Connector) Remain in a Queued State for prolonged duration

TruRisk Eliminate

e QID is mitigated but risk score remains

Patch Management

e Patch Failure Exit Code 1618 installation error

® Error 1646 in Adobe Acrobat - The Program Can't Update Itself

Security Configuration Assessment

Agent Policy Compliance ERROR for Password Controls Despite Scanner Success

Control Showing_ as "NA" in Compliance Report

Unix Authentication Requirement for Certain vCenter Controls

Custom Assessment and Remediation

* Qualys CAR (Custom Assessment and Remediation) — Beginner FAQ



https://blog.qualys.com/product-tech/2025/09/30/qualys-named-a-leader-in-the-2025-idc-marketscape-worldwide-exposure-management-vendor-assessment
https://blog.qualys.com/product-tech/2025/09/30/how-agentic-ai-powers-seamless-audit-readiness-with-agent-chang
https://blog.qualys.com/product-tech/2025/09/24/automated-browser-patching-trurisk-eliminate
https://blog.qualys.com/product-tech/2025/09/23/trurisk-eliminate-cyber-risk-step-5
https://blog.qualys.com/product-tech/2025/09/19/introducing-enhanced-user-interface-for-qualys-pci-dss-4-0-asv-compliant-solution
https://blog.qualys.com/product-tech/2025/09/16/navigating-sebis-cloud-security-requirements-a-guide-for-regulated-entities
https://blog.qualys.com/product-tech/2025/09/10/federal-agencies-tech-debt-cyber-risk
https://blog.qualys.com/product-tech/2025/09/05/cve-2025-8088-winrar-exploit-from-zero-day-to-zero-risk-with-trurisk-eliminate
https://blog.qualys.com/product-tech/2025/09/04/operationalizing-threat-exposure-with-agentic-ai-meet-agent-nova
https://blog.qualys.com/product-tech/2025/08/27/qualys-achieves-fedramp-high-ato-unlocking-the-future-of-trusted-cybersecurity-for-government-and-critical-infrastructure
https://blog.qualys.com/product-tech/2025/09/11/patch-tuesday-risk-elimination-with-agent-sara
https://blog.qualys.com/product-tech/2025/09/16/navigating-sebis-cloud-security-requirements-a-guide-for-regulated-entities
https://blog.qualys.com/qualys-insights/2025/08/12/two-pwnie-awards-one-crucial-lesson-what-our-openssh-research-reveals-about-cyber-defense-in-2025
https://notifications.qualys.com/notifications/2025/09/30/qualys-trurisk-platform-expands-vulnerability-exploit-coverage
https://notifications.qualys.com/policy-library/2025/09/29/policy-compliance-library-updates-september-2025
https://notifications.qualys.com/api/2025/09/26/qualys-enterprise-trurisk-platform-certificate-view-release-4-6-api-notification
https://notifications.qualys.com/api/2025/09/25/qualys-enterprise-trurisk-platform-container-security-release-1-40-api-notification
https://notifications.qualys.com/notifications/2025/09/08/end-of-life-eol-notice-was-version-9-x-and-earlier
https://notifications.qualys.com/misc/2025/09/04/upcoming-update-to-qid-91704-for-microsoft-windows-dns-spoofing-vulnerability-adv200013
https://notifications.qualys.com/policy-library/2025/09/03/policy-compliance-library-updates-august-2025
https://notifications.qualys.com/notifications/2025/09/02/web-application-detections-published-in-august-2025
https://blog.qualys.com/vulnerabilities-threat-research/2025/09/09/microsoft-patch-tuesday-september-2025-security-update-review
https://success.qualys.com/support/s/article/000008236
https://success.qualys.com/support/s/article/000008193
https://success.qualys.com/support/s/article/000008192
https://success.qualys.com/support/s/article/000008212
https://success.qualys.com/support/s/article/000008212
https://success.qualys.com/support/s/article/000008215
https://success.qualys.com/support/s/article/000008117
https://success.qualys.com/support/s/article/000008224
https://success.qualys.com/support/s/article/000008201
https://success.qualys.com/support/s/article/000008200
https://success.qualys.com/support/s/article/000008203

Endpoint Detection and Response(EDR)

® Qualys Endpoint Detection and Response (EDR) — Windows Installation Guide

® Qualys EDR — Installation & Setup Guide QUICK VIEW

Cloud Agent

® Agent Policy Compliance ERROR for Password Controls Despite Scanner Success

Policy Audit / Policy Compliance

® Control Showing_as "NA" in Compliance Report

Explore More!
Deep dive into other Qualys Products Features & Resources here:

Release Notes | Documentation | Video Library | Trainings | Blogs

We look forward to keeping you informed with the latest product releases, features, and content enhancements. Feel free to share your feedback with us at
ContentExperience@qualys.com.


https://success.qualys.com/support/s/article/000008206
https://success.qualys.com/support/s/article/000008204
https://success.qualys.com/support/s/article/000008224
https://success.qualys.com/support/s/article/000008201
https://www.qualys.com/documentation/release-notes/
https://www.qualys.com/documentation/
https://success.qualys.com/customersupport/s/video-library?product=pc
https://www.qualys.com/training/
https://blog.qualys.com/
mailto:contentexperience@qualys.com



