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Welcome to

Content Newsletter

Welcome to the Content Experience Newsletter

Discover the latest technical content released in September, including product documentation,
release notes, research insights, and knowledge base articles. This monthly update helps you stay
i formed about new platform capabilities, documentation updates, and security insights across the

Qualys ecosystem.
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Product Documentation - Release Notes

38 Release Notes Delivered for 28 Releases for various Qualys Products

Infrastructure Security

Enterprise TruRisk™ Platform Release 10.40 Enterprise TruRisk™ Platform Release
10.39.3

Enterprise TruRiskTMAP;?tform Release 10.40 Endpoint Detection and Response 3.8.5

| Risk Management
ETM Identity Release 1.5.0 ETM Release 1.13
Managed Risk Operations Center (mMROC)
Release 2.3.0

| Application Security

TotalAppSec Release 2.11 | Web Application TotalAl Release 2.0

Scanning Release 1.31

TotalAppSec Release 2.11 | Web Application TotalAl Release 2.0 API
Scanning Release 1.31 API

| Risk Remediation


https://docs.qualys.com/en/vm/release-notes/qweb/release_10_40.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_39_3.htm
https://docs.qualys.com/en/vm/release-notes/qweb/release_10_40_api.htm
https://docs.qualys.com/en/edr/release-notes/endpoint_detection_and_response/release_3_8_5.htm
https://docs.qualys.com/en/etm-identity/release-notes/etm_identity/release_1_5.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_13.htm
https://docs.qualys.com/en/mroc/release-notes/managed_risk_operations_center/release_2_3.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_11_was_1_31.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_2_0.htm
https://docs.qualys.com/en/tas/release-notes/total_app_sec/tas_2_11_was_1_31_api.htm
https://docs.qualys.com/en/ta/release-notes/total_ai/release_2_0_api.htm

TruRisk™ Eliminate Release 4.2 CyberSecurity Asset Management/ Global
AssetView Release 3.7.3.0

TruRisk™ Eliminate Release 4.2 API CyberSecurity Asset Management/ Global
AssetView Release 3.7.3.0 API

TruRisk™ Eliminate Release 4.1

Platform and Sensor Management

Connector Release 2.21 Unified Dashboard Release 2.16
Virtual Scanner Appliance 4.2.21 Qualys Gateway Service Release 3.16.1
Cloud Agent for Linux Intel Release 7.5 Cloud Agent for Windows Release 6.7.2

Cloud and Container Security

TotalCloud Release 2.28 SaaS Detection and Response Release
1.16.0
TotalCloud Release 2.28 API SaaS Detection and Response Release
1.16.0 API
Container Security Release 1.45 Qualys Flow Release 1.24
Container Security Release 1.45 API Qualys Flow Release 1.24 API
Container Security Sensor Release 1.45 QScanner Release 5.2

Audit and Compliance Management
Policy Audit Release 1.16 File Integrity Monitoring Release 4.9.4
Policy Audit Release 1.16 API PCI Compliance Release 6.8
Policy Audit Release 1.15
VM/VMDR

VMDR Release 2.13

View all Release Notes


https://docs.qualys.com/en/pm/release-notes/patch_management/release_4_2.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_7_3.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_4_2_api.htm
https://docs.qualys.com/en/csam/release-notes/cybersecurity_asset_management/release_3_7_3_api.htm
https://docs.qualys.com/en/pm/release-notes/patch_management/release_4_1.htm
https://docs.qualys.com/en/conn/release-notes/connector/release_2_21.htm
https://docs.qualys.com/en/ud/release-notes/unified_dashboard/release_2_16.htm
https://docs.qualys.com/en/scanner/release-notes/virtual_scanner/release_4_2_21.htm
https://docs.qualys.com/en/qgs/release-notes/qgs/release_3_16_1.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/linux_intel/release_7_5.htm
https://docs.qualys.com/en/ca/release-notes/cloud_agent/windows/release_6_7_2.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_28.htm
https://docs.qualys.com/en/saasdr/release-notes/saasdr/release_1_16_0.htm
https://docs.qualys.com/en/tc/release-notes/totalcloud/release_2_28_api.htm
https://docs.qualys.com/en/saasdr/release-notes/saasdr/release_1_16_0_api.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_45.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_24.htm
https://docs.qualys.com/en/cs/release-notes/container_security/release_1_45_api.htm
https://docs.qualys.com/en/qflow/release-notes/qflow/release_1_24_api.htm
https://docs.qualys.com/en/cs-sensor/release-notes/cs_sensor/release_1_45.htm
https://docs.qualys.com/en/qscanner/release-notes/qscanner/release_5_2_0.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_16.htm
https://docs.qualys.com/en/fim/release-notes/file_integrity_monitoring/release_4_9_4.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_16_api.htm
https://docs.qualys.com/en/pci/release-notes/pci_ui/release_6_8.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_pa/pa/release_1_15.htm
https://docs.qualys.com/en/vm/release-notes/mergedProjects/qualys_vmdr_rn/vmdr/release_2_13.htm
https://www.qualys.com/documentation/release-notes

ROCon APAC 2026: Mumbai, November 18-19

Attackers Won't Wait for Your Patch Cycle

Shadow Al is in your stack, and attackers won't wait.
d Stop searching and start comparing notes with experts
Q Qualys. ** ' 9 at ROCon APAC, Mumbai, November 18-19. Register

ROCOh26 today and derisk your business.

The Risk Operations Conference TS Watch Video

-~ & \ Register for ROCon APAC 2026
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‘ Watch: September Patch Tuesday Summary Video
Critical CVEs This September
@ September's Patch Tuesday broke records: 972 CVEs,
QUCI|YS,, 113 critical, and two actively exploited zero-days.

Watch how Qualys Agent Insta surfaced detections

within 13 minutes of Microsoft's advisory, no scan
SEPTEMBER 2026 needed

Patch e o
Tuesday

WEBINAR

‘ Content Enhancements

This month's content enhancements include a new product landing page, a new video landing page,
and a refreshed release notes design, all built to help users find information faster and get started

with ease.


https://www.youtube.com/watch?v=yhQ1NuQp2So
https://www.youtube.com/watch?v=yhQ1NuQp2So
https://www.qualys.com/rocon/2026/apac
https://www.youtube.com/shorts/mfXDu179AqY
https://www.youtube.com/shorts/mfXDu179AqY

‘Watch. Learn. Secure.

Release Summary

Patch Tuesday

Latest from Qualys

Q Enterprise TruRisk Manag. (o} £ Subscribe

ETM Release 1.13

SEBTEMBER 26, 2026

This ralease introduces Attack Path in Risk Management. letting you soe

Awareness z / Gualys
Vulnerability Management how an attacker could chain findings across connected assels 1o reach
Treubleshaoting i Release 10.40 your most critical ones: 1t also brings industry-specific threat intelligence to
Policy Audit Release 116 findings through TruLens and muftiple scannor seloction to Trucenfimm I
> z scans.

Release Notes +NEW

Introducing Video Landing Page Release Notes, Reimagined

Watch, learn, and stay ahead, seamlessly. Our Our redesigned release notes feature color-coded

new video landing page features release tags, quick-glance summaries, and "What's New
summaries, Patch Tuesday insights, awareness for You" callouts, helping users instantly spot new
videos, troubleshooting guides and more, features, enhancements, tokens, and fixes.

organized by category. See the New Design in Action

Explore More

Q Qualys
Understand your environment.
Quantify risk. Take action.
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Enterprise TruRisk™ Management Landing Page
Introducing the new, unified Enterprise TruRisk™ Management landing page, a single, intuitive home
designed to guide and accelerate risk reduction from day one. Whether users are onboarding for the first
time or uncovering advanced capabilities, everything they need is now under one roof.

Explore More

Watch Release Summary Videos

Catch up on all release summary videos published this September, all in one place!



https://docs.qualys.com/en/content/techpubs_videos/video_landing/video_landing_page.html#all-videos
https://docs.qualys.com/en/content/techpubs_videos/video_landing/video_landing_page.html#all-videos
https://docs.qualys.com/en/etm/release-notes/etm/release_1_13.htm
https://docs.qualys.com/en/etm/release-notes/etm/release_1_13.htm
https://docs.qualys.com/en/etm/latest/about_etm.htm
https://docs.qualys.com/en/etm/latest/about_etm.htm

Qualys
Vulnerability Management

\ Release 10.40
\\ Policy Audit Release 1.16

S

\\\‘///

Qualys Vulnerability Management 10.40
and Policy Audit 1.16 Release Summary

Watch VMDR 10.40 and Policy Audit 1.16
highlights: organization-level Azure and GCP
perimeter scans, agent scan date search, Cloud
Agent rollouts at scale, and a new Policy Audit
home page.

Explore More

©

Qualys.
TotalCloud
Release 2.27

Qualys TotalCloud Release Summary 2.27

TotalCloud 2.27 brings precision: scope-based

access for sharper governance, attack paths right

on the instance view, real-time Azure sync, and

smarter tag search. Security that keeps pace with

your cloud.

Explore More

©

Qualys.

Container Security
Release 1.45

Z

Qualys Container Security Release
Summary 1.45

Container Security 1.45 is here: track AWS
Fargate containers with Qualys Locator Path,

scan Azure Functions alongside AWS Lambda,
see which packages actually run, and run JAR
SCA detection offline.

Explore More

Scan to Discover What's New in Content

Check our updated What's New page, featuring newly published landing pages, September Patch

Tuesday video, new Release Notes summary videos, newsletters, & more, all in one place!


https://www.youtube.com/watch?v=4HUCogNlJFY
https://www.youtube.com/watch?v=4HUCogNlJFY
https://www.youtube.com/watch?v=HrPuxbpUyXs
https://www.youtube.com/watch?v=HrPuxbpUyXs
https://www.youtube.com/watch?v=M7Kyugw2FAc
https://www.youtube.com/watch?v=M7Kyugw2FAc
data:image/jpeg;base64,
data:image/jpeg;base64,
https://docs.qualys.com/en/content/enhancements/whats_new.html
https://docs.qualys.com/en/content/enhancements/whats_new.html

Qualys Threat Research Updates

September 2026 This Month's Update

Threat Research 1 0 Vulnerabilities exploited in
Newsletter e

Stay informed to keep your systems secure and

resilient 20 Cloud misconfiguration risk

exposure

ROCon (Risk Operations
Conference) Americas: October
2026

September: Threat Research Updates

New Training Video This Month

Q Qualys

Configuring Policy Audit
ServiceNow Connector

Learn how to build a closed-loop
compliance remediation pipeline

Blogs

Check out the 15 newly published blog articles covering topics ranging from product features to

vulnerabilities and policy updates.

Qualys Insights

Autonomous Remediation Is Already Running at The Autonomous Engine Behind Remediation,
Enterprise Scale and What Finally Makes It Safe

The Models That Found 10,000 Zero-Days Broke
Into Three Companies Using Weak Passwords


https://docs.qualys.com/en/newsletters/threat-research-unit/tru-september-2026-newsletter.pdf
https://docs.qualys.com/en/newsletters/threat-research-unit/tru-september-2026-newsletter.pdf
https://vimeo.com/1230868531?share=copy&fl=sv&fe=ci
https://blog.qualys.com/qualys-insights/2026/09/29/autonomous-remediation-enterprise-scale-black-hat-2026-sumedh-thakar
https://blog.qualys.com/product-tech/2026/09/17/the-autonomous-engine-behind-remediation-and-what-finally-makes-it-safe
https://blog.qualys.com/qualys-insights/2026/09/09/the-models-that-found-10000-zero-days-broke-into-three-companies-using-weak-passwords

Product Tech

CISA BOD 26-04 Timelines for Three Linux
Kernel CVEs

Before You Patch. Why Patch Reliability Matters
for Confident Deployment

What Is ISPM? How It Differs from |IAM, PAM,
IGA, and IDaaS

Anatomy of a Silent Domain Takeover

The End of Point-in-Time Compliance: Why
Continuous Audit Readiness Matters to You in the
Al Era

Automate Asset Isolation: Your Last Resort to
Meet Remediation Deadlines

4 Questions to Ask When Evaluating an Exposure
Management Platform

Lessons from Microsoft Patch KB5002907: Two
Layers of Patch Control in Qualys TruRisk
Eliminate

Patch Tuesday

Oracle Critical Security Patch Update, September

2026 Review

Microsoft and Adobe Patch Tuesday, September
2026 Security Update Review

Vulnerabilities & Threat Research

The Developer is the New Perimeter: How Supply

Chain Attacks Are Becoming Cloud Breaches

Notifications

Policy Audit Library Updates, September 2026

Knowledge Base Articles

Access the 14 recently published KB articles covering various products and functionalities.

VM/VMDR

Troubleshooting QualysMultiline New Log Source

Availability in QRadar

PCI (Payment Card Industry) Compliance

Additional Cookie-Related Findings in PCI Scans
Following WAS Engine Enhancements

PCI Scan Data Retention and Data Purge Policy

Qualys PCI Platform SAML SSO Signing
Certificate

Quarterly Compliance Cycles for PCI Merchants

QID 82003 (ICMP Timestamp Request) Now
Reported as a PCI Fail

TruRisk™ Eliminate

Elimination View Not Seen in VMDR, but Patch
Job Can Be Created Through PM Module

Qualys Gateway Service


https://blog.qualys.com/product-tech/2026/09/23/cisa-bod-26-04-timelines-for-three-linux-kernel-cves
https://blog.qualys.com/product-tech/2026/09/17/end-of-point-in-time-compliance-continuous-audit-readiness
https://blog.qualys.com/product-tech/2026/09/15/before-you-patch-why-patch-reliability-matters-for-confident-deployment
https://blog.qualys.com/product-tech/2026/09/15/automate-asset-isolation-cisa-kev-deadlines
https://blog.qualys.com/product-tech/2026/09/10/what-is-ispm-vs-iam-pam-iga-idaas
https://blog.qualys.com/product-tech/2026/09/08/questions-evaluating-exposure-management-platform
https://blog.qualys.com/product-tech/2026/09/02/anatomy-of-a-silent-domain-takeover-ad-real-time-monitoring
https://blog.qualys.com/product-tech/2026/09/29/lessons-from-microsoft-patch-kb5002907-two-layers-of-patch-control-in-qualys-trurisk-eliminate
https://blog.qualys.com/vulnerabilities-threat-research/2026/09/16/oracle-critical-security-patch-update-september-2026-review
https://blog.qualys.com/vulnerabilities-threat-research/2026/09/08/microsoft-patch-tuesday-september-2026-security-update-review
https://blog.qualys.com/vulnerabilities-threat-research/2026/09/28/developer-new-perimeter-supply-chain-cloud-breaches
https://notifications.qualys.com/notifications/2026/10/01/policy-audit-library-updates-september-2026
https://success.qualys.com/support/s/article/000008065
https://success.qualys.com/support/s/article/000008714?newConversation=true
https://success.qualys.com/support/s/article/000008712
https://success.qualys.com/support/s/article/000008711
https://success.qualys.com/support/s/article/000008709
https://success.qualys.com/support/s/article/000008708
https://success.qualys.com/support/s/article/000008679

Detection of QID 62026 - CONNECT Method
Allowed Vulnerability on QGS

| Patch Management

IntelliJ IDEA Patch Deployment Results in Patch Job Timed Out Due to Patch Cache Limit
Application Removal After Reboot

Patch Installation Failure with Exit Code 2359302

| Cloud Agent
Steps on How to Install and Configure the QGS Linux Agent Encountering
Certificate on macOS for a Secure Qualys CURL_STATUS_CODE 52
Connection

How to Re-Provision Assets from the Qualys Ul

Explore More!
Discover more resources and product updates from Qualys.

Release Notes | Documentation | Video Library | Trainings | Blogs

Have feedback or suggestions? Write to us at Dochelpdesk@qualys.com

@ Qualys.

This email is generated through Qualys, Inc.'s use of proprietary software and may contain content that is controlled by Qualys,

Inc.


https://success.qualys.com/support/s/article/000008706
https://success.qualys.com/support/s/article/000008701
https://success.qualys.com/support/s/article/000008695
https://success.qualys.com/support/s/article/000008677
https://success.qualys.com/support/s/article/000008693
https://success.qualys.com/support/s/article/000008689
https://success.qualys.com/support/s/article/000008682
https://www.qualys.com/documentation/release-notes
https://qualys.com/documentation
https://www.qualys.com/training#video-library
https://www.qualys.com/training
https://blog.qualys.com/
mailto:Dochelpdesk@qualys.com



